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> the associated notes page may be pre-populated with extra, written explaination of
material covered in lecture(s), plus
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COMS30048 lecture: week #14

> Agenda: explore the Advanced Encryption Standard (AES), i.e.,
Square [4] ~ Rijndael [5] ~ AES [2, §],
via

1. an “in theory”, i.e., design-oriented perspective, and
2. an “in practice”, i.e., implementation-oriented perspective,

» Caveat!

~2hours = introductory, and (very) selective (versus definitive) coverage.
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Part 1: in theory (1)

Specification

> AES is an (iterated) block cipher, where

Exc @ {0,1}34Nex {0, 1}84Nb — {0, 1} 84N
Dec : {0, 1}8~4-Nk x {0, 1}8~4-Nb — {0, 1}8~4~Nb

are realised by using a substitution-permutation network
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round 0 round 1 round 2 round Nr

i.e., Nr + 1 rounds: each r-th round
> applies one or more round functions,
> involves a round key k") derived from the cipher key k.

Notes:

Notes:




Part 1: in theory (2)

Specification
Notes:

> AES is actually a family of block ciphers: per [8, Figure 3], the parameter sets are

Nk Nb Nr
AES-128 | 4 4 10
AES-192 | 6 4 12
AES-256 | 8 4 14

but we'll focus exclusively on AES-128 encryption only.
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Part 1: in theory (3)

Low(er)-level concepts/components
Notes:

> AES [8, Section 4] operates on elements in the finite field F,s, which is realised
concretely as
Fa[x]/p(x)

where

4 3

px) =x® +xt +x3 +x+1

meaning

> agiven field element is represented using a polynomial whose indeterminate is x,

> coefficients of such polynomials are in the field Fp, and

> arithmetic with field elements is modulo an irreducible polynomial p(x) = x® +x* +x3 +x +1.
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Part 1: in theory (4)

Low(er)-level concepts/components

» Beware!
> a hexadecimal short-hand is used for immediate field elements, e.g.,

13 > 13 = 00010011 = (1,1,0,0,1,0,0,0) 5 + x*+x+1,

and
> to avoid confusion, we carefully highlight where arithmetic in some field F is required, e.g.,

®r “addition in the field F”
or “subtraction in the field F”
®F +— “multiplication in the field F”
QF “division in the field F”

© Daniel Pag
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Part 1: in theory (4)

Low(er)-level concepts/components

» Beware!

> we can ignore/avoid most field arithmetic, but rely on at least:

1. addition, i.e.,
r o= x@]pzsy = X®y.

2. multiplication-by-x, i.e.,

r = xtimes(x) = x®g. X { (0,x0,x1,x2,x3, X4, X5,%6) ®(1,1,0,1,1,0,0,0)  ifx7 =1
28

{0, x0, X1, X2, X3, X4, X5, X6) otherwise
3. multiplication-by-c, e.g.,
ro= 0lemgx = 1 ®mgx = x
r = 02 ®F28 x = X ®]p28x = xtimes(x)
r = 03 ®Fg X = (x+1) ®FgX = xtimes(x) @® «x

Notes:

Notes:




Part 1: in theory (4)

Low(er)-level concepts/components

» Beware!

> we can ignore/avoid most field arithmetic, but rely on at least:

1. addition, i.e.,
r o= xe)]ngy = X0y

2. multiplication-by-x, i.e.,

r = xtimes(x) = X®1F28x = { (X<<1)®11B ifr; =1

<1 otherwise
3. multiplication-by-c, e.g.,
r = 01 ®1p28 x = 1 ®]p28 x = X
r = 02 ®rg X = X ®Fg¥ = xtimes(x)
r = 03 ®Fg X = (x+1) ®FgX = xtimes(x) @& «x

© Daniel Pag
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Part 1: in theory (5)

Low(er)-level concepts/components

> AES [8, Section 3.4] organises field elements into (4 X 4)-element matrices, e.g.,

1. the r-th state matrix o ” o ”
r r T r

5,0 %01 So2 %03

G RO ]

SO =] °10 L1 f12 %13
NG R
2,0 22 %23

2.1
(r) (r) (r) (r)
30 %31 %2 %33
(r)
ij

2. the r-th round key matrix

for eachs; . € F,s, or

AL AL A )
I B
i
Al )

for each rkl(;.) € Fys,

which can be read from (resp. written to) in column-wise order.

Notes:

Notes:




Part 1: in theory (6)
Low(er)-level concepts/components
> AES [8, Section 5.1.1] uses a single S-box, defined as the composition of two functions,

ie.,

S-Box(x) = (fog)(x) = f(g(x)),
where
|0 ifx=0

8(0) = 1 Or g X otherwise

i.e., gis a field (pseudo-)inversion, and

X0 ] 1000 11117 [x] [1]
X 11000111 X 1
% 11100011 xz 0
sl 11110001 3 0
Al = 11111100 0% %o
x5 01111100 x5 1
X 00111110 %6 1
| x7 | L0 0 0 1 1 1 1 1 | | x7 | | 0 |

is an affine transformation.

© Daniel Page ( BIKE University of
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Part 1: in theory (6)
Low(er)-level concepts/components
> AES [8, Section 5.1.1] uses a single S-box, defined as the composition of two functions,

ie.,

S-Box(x) = (fog)(x) = f(g()),
where
|0 ifx=0

8kx) = 1 ®F28 x otherwise

i.e., g is a field (pseudo-)inversion, and

[ xg ] [ xo Or, X4 @z, X5 Br, X6 Op, X7 O, 1]
X1 X0 ®r, X1 Ok, X5 ®r, X6 ®r, X7 Br, 1
X2 X0 @]1:2 X1 @]FZ X2 ®F2 X6 @]};2 X7 @]pz 0
f X3 _ X0 ®]F2 X1 @]FZ X2 @FZ X3 @Fz X7 @Fz 0
X4 X0 @r, X1 Br, X2 D5, X3 Dr, X4 ®r, 0
X5 X1 @®r, X2 ®r, X3 Br, X4 Br, X5 @5, 1
X6 X2 @]Fz X3 @]};2 X4 @]};2 X5 @]};2 X6 @]};2 1
| X7 | I X3 @Fz X4 @Fz X5 @Fz X6 @Fz X7 @Fz 0 ]

is an affine transformation.
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Part 1: in theory (7)

High(er)-level concepts/components

Notes:
Algorithm (AES round functions [5, Section 5.1])
Input: A state matrix s, and a round key matrix k@
Output: A state matrix s” () = pddRoundKey(s™, k"))
¢ =  AddRoundKey(s", k("))
(r) (r) (r) (r) (r) 1) PAG) (r)
R A S
T, T r) T (r T r) AL
=  AddRoundKe: S0 Su1 Si2 13 Ko ko ki, kg
= o I R R R RN N I (Y Y R (R )
I B
r r T r o (r T 7 a(r
530 931 832 S33 thao  Thyy thyy kg
(r) (r) (r) (r) (r) (r) (r) 77
(50,0 O rko/o) (50 185, 1y 1) (50,2 B rko/z) (50,3 Oeyg ’ko/s)
(r) (r) (r) (r) (r) (r) (r) (r)
_ (51,0 Brg rkl,O) (51,1 Brg 7k1,1) (51,2 B Vkl,z) (51,3 Osys Vkl,s)
- (r) (r) (r) (r) (r) (r) (r) (r)
$2,0 Brg "kz,o) S50 ®ry Thy) $32 @y 135 S35 @y Ty
(r) (r) (r) (r) (r) (r) (r) 77
53,0 Prys rks/o) 831 Bey 1h3 ) 83,0 Beg 135 53,3 Brg 133
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Part 1: in theory (7)
High(er)-level concepts/components
Notes:

Algorithm (AES round functions [&, Section 5.1])

Input: A state matrix s*)
Output: A state matrix s’ = SubBytes(s")

¢ =  subBytes(s")
(r) (r) (r) (r)
So0 %01 So2  So3
(r) (r) (r) (r)

subBytes| | & & i
52,0 .
R I )

30 531 %32 33
S-Box (sg}]) S-BOX (sg)l) S-Box (sg)z) S-Box (s(()y)s)
_ S-Box (s(lyz]) S-Box (s(ly)l) S-Box (s(ly)z) S-Box (sgy)a)
S-BOX (S(zz)) S-Box (s(zr)l) S-Box (sg)z) S-Box (5(2)3)
S-Box (sgz]) S-Box (sgr)l) S-Box (s(sr)z) S-Box (5(3”3)




Part 1: in theory (7)

High(er)-level concepts/components

Notes:
Algorithm (AES round functions [5, Section 5.1])
Input: A state matrix s*)
Output: A state matrix s” (" = ShiftRows(s")
¢ =  ShiftRows(s")
(r) (r) (r) (r)
S0 S1  S2 %03
R R )
_ 1, 1,1 12 13
=  ShiftRows (y? ) ) )
woooon
r ¥, r r,
530 %31 S32 833
(r) (r) (’) (r)
wow oW
T, 7, T, T,
- |W B bW
T r, r r
g
T r, T T,
5335 %30 S31 532
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Part 1: in theory (7)
High(er)-level concepts/components
Notes:

Algorithm (AES round functions [&, Section 5.1])

Input: A state matrix s*)
Output: A state matrix s’ = MixColumns(s")

¢ =  MixColumns(s")
) (r) (r) (r)
S0 So1  So2 %03
GG
_ . 1,0 11 12 13
= MixColumns G I )
P E BB
T, T,
30 531 S32 %33

S0 0 e
0] 02 03 01 o0l 0]
s S(') o1 02 03 01 s
) - Mi = i
s;(',) = MixColumn (y) =] o1 o1 62 03 ®rg (2,)
o0 (,é 83 o1 01 62 @
3j 3j 3

(02 &, g’;) &, (03 & s({;) &, ( 18, s ;’;) - (01 ®r, s(;;)

(r) (r) (r) (r)

_ (@1@,,28 si) @ (028, 57)) @, (030, 7)) 2, (“1®F )

= %) ) ")

(01 ®F28 s0]) @Fzs (01 ®F18 sl,]) e}]"'zﬁ (@2 ®]F28 52]) o8 (03 ®F 53])

%) ) %) ")

(036, ) 0 (0160, ) 0, (016, 1] 0 (62, )]




Part 1: in theory (8)

High(er)-level concepts/components

Notes:
Algorithm (AES-128.Enc-KeyExpanD [, Section 5.2])
Input: A 128-bit cipher key k
Output: An 11-element sequence rk = AES-128.Enc-KeyExpanp(k) =~ ExpandRoundKey(k) of round keys
Generate a sequence of column vectors
round key 7k*) round key 7k
wWo,0 wo,1 wo,2 wo,3 wo,4 wo,5 wo,6 wo,7
w10 w11 w12 w13 w14 w15 w16 w17
w2,0 w2,1 w22 w23 W24 w25 wW2,6 Wa,7
w3,0 w31 103,2 1(/3,3 7.03,4 ZU3,5 w36 ws 7
using the following rules
1. in the j-th column-vector for 0 < j < Nk, we set w;; = k;; to match the cipher key,
2. in the j-th column-vector for Nk < j < Nb - (Nr + 1) we set
7Cj/Nk Dryg S-BOX(W1,j-1) Br g Wo,j-Nk
S-Box(w»,j—1) ®ry W1,j-N) i’
5 (102)1) @y CLNE g0 (mod NK)
wo,j —BOX(ZUgl/‘,]) GB]F23 W2,j-Nk
wy, | _ S-Box(wo,j-1) Bz, W3,k
w2, Wo,j-1 Bryg Wo,j-Nk
w3, W1,j-1 Br g W1,j-Nk .
/ 1j=1 P 1j=Nk otherwise
W2,j-1 Drg W2,j-Nk
W3,j-1 Brg W3,j-Nk
then combining them to yield a sequence of round keys, where ¢ = x"~! denotes the r-th round constant.
© Daniel Page (
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Part 1: in theory (9)
High(er)-level concepts/components
Notes:
Algorithm (AES-128.Enc-KeyEvorve [8, Section 5.2])
Input: The r-th round key matrix 7k") and round constant rc")
Output: The (r + 1)-th round key matrix kD) = AES-128.Enc-KeyEvoLve(k) = “EvolveRoundKey” (1™, rc("))
1. Compute
rk((;;]) — D r S-Box (rk(lg) Bryg rkl(,ylr,
KD S-Box (rkgl) Dryg rk%
rk(z";l) — S-BOX (rk(;;) Dy Tk(z"é
rkg,;]) — S-BOX (rk((;g) Bz rkgr,
2. Compute
rk(’:”’ — rkf,y, S” B, ‘rkg’l rk(lql) — rk(l"gn @, k(lr)1
(r+1) (r+1) @) (r+1) (+1) 4
rkzy,l < kz’,g Gry 7 ky rk3’,1 < rk;,o By k37,1
W e e ) A e e, )
(r+1) (r+1) (r) (r+1) (r+1) 1)
iy 5 —  rhy ) @y 1k, ks 5 kg @y 1y,
M e e W KT e e i)
(r+1) (r+1) (r) (r+1) (r+1) )
k35 — 1k, Dy iy rky s — ks, Dr g rky )
3. Return rkU*1).

© Daniel Page (




Part 1: in theory (10)

High(er)-level concepts/components

Algorithm (AES-128.Enc [, Section 5.1])

Input: A 128-bit cipher key k, and a 128-bit plaintext message
Output: A 128-bit ciphertext message ¢ = AES-128.Enc(k, 111)

1 1k < ExpandRoundKey (k)

2 s« m

5 s « AddRoundKey(s, 7k?))

4 forr =1 upto Nr —1step +1 do
5 s « SubBytes(s)

6 | s « ShiftRows(s)

7 | s« MixColumns(s)

8 s « AddRoundKey(s, k")
9 end

10 5 « SubBytes(s)

11 s « ShiftRows(s)

12 s « AddRoundKey(s, 7k10))
3 CceS

14 return c

© Daniel Page (

Applied Cryptology

Part 1: in theory (10)

High(er)-level concepts/components

git # b282dbb9 @ 2025-09-03

Notes:

Algorithm (AES-128.Enc [, Section 5.1])

Input: A 128-bit cipher key k, and a 128-bit plaintext message
Output: A 128-bit ciphertext message ¢ = AES-128.Enc(k, 11)

1 sem
> s « AddRoundKey(s, k = k()

3 forr =1upto Nr —1step +1 do
4 k « EvolveRoundKey(k, rc(’))
5 s « SubBytes(s)

6 s «— ShiftRows(s)

7 | s « MixColumns(s)

s | s « AddRoundKey(s, k = k"))
9 end

10 k « EvolveRoundKey(k, rc(10))
11 s « SubBytes(s)

12 s « ShiftRows(s)

13 s « AddRoundKey(s, k = rk(w))
14 ces

15 returnc

Notes:




Part 2: in practice (1)

> Challenge:

> given a functionality “stack”, i.e.,

Enc

round
functions

4x4
Ey

IFys + S-Box

IF,

byte or word
operations

bridge gap between what we have (bottom) and want (top),

> an implementation strategy for doing so must consider many

° goals :  parameter set, functionality,
o metrics : latency, throughput, memory footprint,
e constraints : hardware versus software, data-path width,

© Daniel Page (
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Part 2: in practice (2)
Fzg and F§§<4

> Givenx,y € Fos, Listing
_ 1 uint8_t aes_gf28_add( uint8_t x, uint8_t y ) {
r = x@]l:zs y = X + Yi (mod 2) 2 , return x A y;
= X ®y; 4
5 uint8_t aes_gf28_sub( uint8_t x, uint8_t y ) {
. 6 return x A y;
for 0 < i < 8, and hence 73

xeang y = xeng y.

Notes:

Notes:




Part 2: in practice (3)

Fzg and Fg?l
> Given x € Fys, to compute

r= xtimes(x) = X ®gy X
x X x(x) (mod

we
1. compute
i<8 )
tHx) = x(x)-x = in-x”l,
i=0

i.e., shift the coefficients, then
2. compute r(x) = t(x) (mod p(x)) as

_ ) ) -px) iftg =1
rlx) = { H(x) otherwise
i.e., if tg = 1, we use the fact

3

Bext+x° +x+1 (mod p(x))

to reduce #(x) modulo p(x).

© Daniel Page (
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Part 2: in practice (4)
FQS and F§§<4
> Given x, y € Fys, to compute
r = X ®]F28 Yy

we could

1. use polynomial multiplication to
compute x(x) - y(x) then reduce this
modulo p(x), or

2. use aes_gf28_mulx to reduce
intermediate results modulo p(x)
during said polynomial
multiplication

in both cases adopting a

left-to-right binary (or bit-serial)

approach to multiplication.

Listing

1 uint8_t aes_gf28_mulx( uint8_t x ) {
2 if( ( x & 0x80 ) == 0x80 ) {
3 return 0x1B * ( x << 1 );
4 %

5 else {
6 return (x << 1);
7%
8}

git # b282dbb9 @ 2025-09-03

Notes:

Listing

1 uint8_t aes_gf28_mul( uint8_t x, uint8_t y ) {
2 uint8_t t = 0;

3

4 for( int i = 7; i >=0; i-- ) {
5 t = aes_gf28_mulx( t );

6

7 ifC Cy>>1i) &1) {

8 t A= x;

9 }

10 }

11

12 return t;
13 3

Notes:




Part 2: in practice (4)

R x4
f‘zg and L~2§<
> Given x, y € Fyps, to compute
"= X®rg Y

we could

1. use polynomial multiplication to
compute x(x) - y(x) then reduce this
modulo p(x), or

2. use aes_gf28_mulx to reduce
intermediate results modulo p(x)
during said polynomial
multiplication

in both cases adopting a
left-to-right binary (or bit-serial)
approach to multiplication.

© Daniel Page (
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Part 2: in practice (5)
Fzg and F§§<4

> Given x € Fys, to compute
r =1 Op g X

we could

1. use the (binary) extended Euclidean
algorithm, i.e., compute

1(x) = xged(x(x), p(x))

or
2. use Lagrange’s theorem, i.e.,

x4 = x e F
¥l = 1 € F
2 = xl e Fy

where in this case g = 28 = 256.

Listing

1 uint8_t aes_gf28_mul( uint8_t x, uint8_t y ) {
2 uintl6é_t t = 0;

3

4 for( int i = 7; i >= 0; i-- ) {
5 t <<= 1;

6

7 ifC Cy>>1i) &1) {

8 t A= Xx;

9 }

10 3

11

12 for( int i = 15; i >= 8; i-- ) {
13 ifC Ct>>i)&1){

14 t A= 0x1B << (i - 8 );

15 }

16 }

17
18 return t & OxFF;
19 3

git # b282dbb9 @ 2025-09-03

Notes:

Listing

1 uint8_t aes_gf28_inv( uint8_t x ) {
2 ifCx==0) {

3 return 0;

4

5 else {
6 uintlé_t U = 0x11B, V = x, A =0, C = 1;
7

8

do {
9 while( (U & 1)) {
10 if( A& 1) {
11 A 7= 0x011B;
12 }
13 U >>= 1; A >>= 1;
14 }
15
16 while( !'( V& 1)) {
17 if(C& 1) {
18 C 2= 0x011B;
19 }
20 V >>= 1; C >>= 1;
21 }
22
23 ifCU <V) {
24 V A= U; C A= A;
25 }
26 else {
27 U ~= V; A *=(C;
28 }
29 } while( U );
30
31 return C;
32 }

Notes:




Part 2: in practice (5)

F,g and Fx4
2 28 Notes:
> Given x € Fys, to compute Listing
1 uint8_t aes_gf28_inv( uint8_t x ) {
r = 1 ®]F 3 X 2 uint8_t t_0 = aes_gf28_mul( x, x ) // x%2
2 3 uint8_t t_1 = aes_gf28_mul( t_0, X ); // x*3
4 t_0 = aes_gf28_mul( t_0, t_0 ); // x+4
we could 5 t_1 = aes_gf28_mul( t_1, t_0 ); // x*7
. . 6 t_0 = aes_gf28_mul( t_ 0, t_ 0 ); // x48
1. use the (binary) extended Euclidean 7 t0 = aes_gf28 mul( t_1, t_8 ); // X415
. . 8 t_0 = aes_gf28_mul( t_ 0, t_0 ); // x230
algorithm, i.e., compute 9 t_0 = aes_gf28_mul( t_0, t_0 ); // xA60
10 t_1 = aes_gf28_mul( t_1, t_0 ); // x467
r(x) = xged(x(x), p(x)) 1 t_0 = aes_gf28_mul( t_0, t_1); // x+127
12 t_0 = aes_gf28_mul( t_0, t_0® ); // x4254
or 15
. 14 return t_0;
2. use Lagrange’s theorem, i.e., 15 3
x1 = x e F
M1l = 1 e F
¥?2 = x1 ¢ F,
where in this case g = 28 = 256.
© Daniel Page (
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Part 2: in practice (6)
F.g and x4
2 28 Notes:
> Given x € Fys, to compute Listing
1 uint8_t aes_enc_sbox( uint8_t x ) {
r = S'BOX(X) 2 x = aes_gf28_inv( x );
3
4 x = ( 0x63 )~ /) 0 1 1 0 0 0 1 1
we 5 (x YA // %7 x.6 x_5 x_4 x_.3 x.2 x_1 x_0
. . 6 (x << 1) // x6 x_5 x4 x_3 x.2x_1x_0 0
1. compute g using ae.s_gf28_.1r.1v, thgn - (R ec2)r W xsrdainmznine o o
2. compute f by aligning coefficientsin | s (x<<3)*//x4x3x2x1x0 0 0 0
: 9 (x<<4)*r// x3 x2x_1x_0 0 0 [4 0
x (plus a constant) such .that adding |, (x5 0 0 0 0 0 0 o0x7
them produces the required result. 11 Cx>>6)r// 0 0 0 0 0 0x7x6
12 (x> 5)+r// 0 [ 0 0 0 x_7 x_6 x_5
13 Cx>4); // 0 ] 0 0 x_7 x_6 x_5 x_4
14
15 return x;
16}




Part 2: in practice (7)

Strategy #1

> Strategy #1 [2, Section 4.1]:
>

use pure software (i.e., via ISA),

> adopt an unpacked representation of state and round key matrices, using (an array of 16) 8-bit
bytes, i.e., instances of type uint8_t,

> favour use of iterative (i.e., rolled) loops,

> compute (or evolve) round keys,

> compute round functions.

Notes:

© Daniel Page ( BIKE University of
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Part 2: in practice (8)

Strategy #1
Notes:

> Selective pre-computation can be effective

multiplication-by-x : Fys — Fys ~» 256B look-up table
division-by-x : Fos — Fys ~» 256B look-up table
round constants : Z —Fy ~» NrBlook-up table
S-box : Fys — Fys ~» 256Blook-up table

noting that various (sub-)options exist for the S-box, e.g.,

Pre-compute | Compute | Footprint | Applicability
Enc  Dec
fog 0B | Vv v
g f 256B | Vv v
f g 256B | vV X
fog 256B | vV X

© Daniel Page (




Part 2: in practice (9)

Strategy #1
Notes:
Listing
1 void aes_enc_rnd_key( uint8_t* s, const uint8_t* rk ) {
2 for( int i = 0; i < 16; i++ ) {
3 s[il=s[i]*rk[il;
4}
5%
© Daniel I
Part 2: in practice (9)
Strategy #1
Notes:
Listing
1 void aes_enc_rnd_sub( uint8_t* s ) {
2 for( int i = 0; i < 16; i++ ) {
3 s[ 1 ] = aes_enc_sbox( s[ i ] );
4}
5%

Applied




Part 2: in practice (9)

Strategy #1
Notes:
Listing
1 void aes_enc_rnd_row( uint8_t* s ) {
2 AES_ENC_RND_ROW_STEP( 0x1, 0x5, 0x9, 0xD,
3 0xD, Ox1, 0x5, 0x9 );
4 AES_ENC_RND_ROW_STEP( 0x2, 0x6, OxA, OxE,
5 0xA, OxE, 0x2, 0x6 );
6 AES_ENC_RND_ROW_STEP( 0x3, 0x7, OxB, OxF,
7 0x7, OxB, OxF, 0x3 );
8%
Listing
1 #define AES_ENC_RND_ROW_STEP(a,b,c,d,e,f,g,h) { \
2  uint8_t __al = s[ a 1; \
3 uint8_t __bl = s[ b 1; \
4 uint8_t __cl = s[ c 1; \
5 uint8_t __dl = s[ d 1; \
6 \
7 slel=__al; \
8 s[ £1=__bl; \
9 slgl=__cl \
10 s[ h ] = __d1; \
113
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Part 2: in practice (9)
Strategy #1
Notes:

Listing

void aes_enc_rnd_mix( uint8_t* s ) {

1

2 for( int i = 0; i < 4; i++, s += 4 ) {

3 AES_ENC_RND_MIX_STEP( 0x0, 0x1, 0x2, 0x3 );

4}

5%

Listing

| #define AES_ENC_RND_MIX_STEP(a,b,c,d) { \
2 uint8_t __al = s[ a ], __a2 = aes_gf28_mulx( __al ); \
3  uint8_t __bl = s[ b 1, __b2 = aes_gf28_mulx( __bl ); \
4 uint8_t __cl = s[ ¢ ], __c2 = aes_gf28_mulx( __cl ); \
5 uint8_t __dl = s[ d ], __d2 = aes_gf28_mulx( __dl ); \
6 \
7 uint8_t __a3 = __al * __a2; \
8 uint8_t __b3 = __bl * __b2; \
9 uint8_t __c3 = __cl * __c2; \
10 uint8_t __d3 = __dl1 * __d2; \
11 \
12 s[al=__a2* __b3 *» __c1 \
13 s[ b ] =__al # b2 & __c3 \
14 s[c]=__al ~ __bl » __c2 \
15 s[ d]=__a3 » __bl »~ __cl \
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Part 2: in practice (10)
Strategy #1

Listing

void aes_enc( uint8_t* c, const uint8_t* m, const uint8_t* k ) {

1

2 uint8_t s[ 4 * AES_128_NB ];

3 uint8_t rk[ 4 * AES_128_NB 1];

4

5 memcpy( s, m, ( 4 * AES_128_NB ) * sizeof( uint8_t ) );
6 memcpy( rk, k, ( 4 * AES_128_NB ) * sizeof( uint8_t ) );
7

8 // 1 initial round

9 aes_enc_rnd_key( s, rk );

10 // Nr - 1 interated rounds
11 for( int r = 1; r < AES_128_NR; r++ ) {

12 aes_enc_key_evolve( rk, rk, aes_rcon( r));
13 aes_enc_rnd_sub( s );

14 aes_enc_rnd_row( s )

15 aes_enc_rnd_mix( s )

16 aes_enc_rnd_key( s, rk );

17 }

18 // 1 final round

19 aes_enc_key_evolve( rk, rk, aes_rcon( AES_128_NR ) );
20 aes_enc_rnd_sub( s )

21 aes_enc_rnd_row( s );

22 aes_enc_rnd_key( s, rk );

23

24 memcpy( c, s, ( 4 * AES_128_NB ) * sizeof( uint8_t ) );
25 %
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Part 2: in practice (11)
Strategy #2

> Strategy #2 [2, Section 4.2] (aka. T-tables):

use pure software (i.e., via ISA),

adopt a Column-packed representation of state and round key matrices, using (a set of 4)
32-bit words, i.e., instances of type uint32_t,

favour use of straight-line (i.e., unrolled) loops,

pre-compute (or expand) round keys,

pre-compute round functions.

>

v

Notes:

Notes:




Part 2: in practice (12)

Strategy #2

. Notes:
> Idea: pre-compute most of the round, i.e.,

MixColumns o ShiftRows o SubBytes.
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Part 2: in practice (12)
Strategy #2
Notes:

> Idea: pre-compute most of the round, i.e.,

MixColumns o ShiftRows o SubBytes.

> Step #1: we already know applying MixColumns will yield
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Part 2: in practice (12)
Strategy #2

> Idea: pre-compute most of the round, i.e.,
MixColumns o ShiftRows o SubBytes.

> Step #1: we already know applying MixColumns will yield
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Part 2: in practice (12)
Strategy #2

> Idea: pre-compute most of the round, i.e.,
MixColumns o ShiftRows o SubBytes.

> Step #1: we already know applying MixColumns will yield
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Part 2: in practice (12)
Strategy #2

> Idea: pre-compute most of the round, i.e.,
MixColumns o ShiftRows o SubBytes.

> Step #2: an equivalent RHS can be formed from pre-computed look-up tables, i.e.,

)
0,
S/l(;) B To[Sgig] @]Fzg T1 [Sgi:;] @]1:28
, =
sz(;) T» [sg].] @, T3 [sgj]
S;(;)
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Part 2: in practice (12)
Strategy #2

> Idea: pre-compute most of the round, i.e.,
MixColumns o ShiftRows o SubBytes.

> Step #3: ShiftRows and SubBytes can then be folded into the tables and look-ups, i.e.,

/(r)
Sp:
0,j
1(r) (r) (r)
51(,]’) _ To [S?,;+o mod Npy] @5 T1 [S%,;H (mod Nry] P58
n"r r r
52(,]') T2l8) 5 (mod nn]  ®s 13053145 (mod N
n"r
So
3,
where [ 02 @z, S-Box(x) ] [ 03 ®: S-Box(x) ]
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_ 28 - 28
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Part 2: in practice (13)

Strategy #2
Notes:
Listing
| #define AES_ENC_RND_INIT(Q) { \
2 t_® = rkp[ ® ] *» s_0; \
3 t_1 =rkp[ 11 » s_1; \
4 t_2 = rkp[ 2 ] * s_2; \
5 t_3 = rkp[ 3 ] * s_3; \
6 \
7 rkp += AES_128_NB; s_® = t_0; s_1 = t_1; s_2 = t_2; s_3 = t_3; \
8%
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Part 2: in practice (13)
Strategy #2
Notes:

Listing
1 #define AES_ENC_RND_ITER(Q) { \
2 t.® = rkp[ © ] ~ ( AES_ENC_TBOX_O[ ( s_® >> 0 ) & OxFF ] ) AN\
3 ( AES_ENC_TBOX_1[ ( s_1 >> 8 ) & OxFF ] > AN
4 ( AES_ENC_TBOX_2[ ( s_2 >> 16 ) & OxFF ] DEENAN
5 ( AES_ENC_TBOX_3[ ( s_3 >> 24 ) & OxFF ] DI
6 t_1 =rkp[ 1] * ( AES_ENC_TBOX_O[ ( s_1 >> 0 ) & OxFF ] DIEIAN
7 ( AES_ENC_TBOX_1[ ( s_2 >> 8 ) & OxFF ] ) AN
8 ( AES_ENC_TBOX_2[ ( s_3 >> 16 ) & OxFF ] DEENAN
9 ( AES_ENC_TBOX_3[ ( s_® >> 24 ) & OxFF ] )5\
10 t_2 = rkp[ 2 ] *» ( AES_ENC_TBOX_O[ ( s_2 >> 0 ) & OxFF ] DIEIAN
11 ( AES_ENC_TBOX_1[ ( s_3 >> 8 ) & OxFF ] ) AN
12 ( AES_ENC_TBOX_2[ ( s_® >> 16 ) & OxFF ] DEENAN
13 ( AES_ENC_TBOX_3[ ( s_1 >> 24 ) & OxFF ] )5\
14 t_3 = rkp[ 3 ] ~ ( AES_ENC_TBOX_O[ ( s_3 >> 0 ) & OxFF ] DIEIAN
15 ( AES_ENC_TBOX_1[ ( s_® >> 8 ) & OxFF ] DL
16 ( AES_ENC_TBOX_2[ ( s_1 >> 16 ) & OxFF ] DEEIAN
17 ( AES_ENC_TBOX_3[ ( s_2 >> 24 ) & OxFF ] )5\
18 \
19  rkp += AES_128_NB; s_® = t_0; s_1 = t_1; s_2 = t_2; s_3 = t_3; \
20 }




Part 2: in practice (13)

Strategy #2
Notes:
Listing
| #define AES_ENC_RND_FINI() { \
2 t.0 = rkp[ © ] A ( AES_ENC_TBOX_4[ ( s_0 >> 0 ) & OXxFF ] & 0x000000FF ) A \
3 ( AES_ENC_TBOX_4[ ( s_1 >> 8 ) & OxFF ] & Ox0000FF00 ) * \
4 ( AES_ENC_TBOX_4[ ( s_2 >> 16 ) & OxFF ] & OxO0FF0000 ) » \
5 ( AES_ENC_TBOX_4[ ( s_3 >> 24 ) & OxFF ] & OxFFO00000 ) ; \
6 t_1 =rkp[ 1 1 » ( AES_ENC_TBOX_4[ ( s_1 >> 0 ) & OxFF ] & 0x000000FF ) A \
7 ( AES_ENC_TBOX_4[ ( s_2 >> 8 ) & OxFF ] & Ox0000FF00 ) * \
( AES_ENC_TBOX_4[ ( s_3 >> 16 ) & OxFF ] & OxO0FF0000 ) » \

9 ( AES_ENC_TBOX_4[ ( s_0 >> 24 ) & OxFF ] & OxFFO00000 ) ; \
10 t_2 = rkp[ 2 ] A ( AES_ENC_TBOX_4[ ( s_2 >> © ) & OXFF ] & 0x000000FF ) + \
11 ( AES_ENC_TBOX_4[ ( s_3 >> 8 ) & OxFF ] & Ox0000FF00 ) * \
12 ( AES_ENC_TBOX_4[ ( s_0 >> 16 ) & OxFF ] & OxO0FF0000 ) » \
3 ( AES_ENC_TBOX_4[ ( s_1 >> 24 ) & OxFF ] & OxFFO00000 ) ; \
14 t_3 = rkp[ 3 ] A ( AES_ENC_TBOX_4[ ( s_3 >> © ) & OXxFF ] & 0x000000FF ) A \
15 ( AES_ENC_TBOX_4[ ( s_0 >> 8 ) & OxFF ] & Ox0000FF00 ) 4 \
16 ( AES_ENC_TBOX_4[ ( s_1 >> 16 ) & OxFF ] & OxO0FF0000 ) » \
7 ( AES_ENC_TBOX_4[ ( s_2 >> 24 ) & OxFF ] & OxFFO00000 ) ; \
18 \
19  rkp += AES_128_NB; s_0 = t_0; s_1 = t_1; s_2 = t_2; s_3 = t_3; \
20}

Part 2: in practice (14)

Strategy #2

Notes:

Listing

1 void aes_enc( uint8_t* c, const uint8_t* m, const uint8_t* rk ) {
2 uint32_t s_®, s_1, s_2, s_3, t_®, t_1, t_2, t_3;
3

SIS

U8_TO_U32_LE( s_0, m, O ); U88_TO_U32_LE( s_1, m, 4 );
U8_TO_U32_LE( s_2, m, 8 ); U8_TO_U32_LE( s_3, m, 12 );

7 uint32_t *rkp = ( uint32_t* )( rk );

9 // 1 initial round

10 AES_ENC_RND_INITQ);

11 // Nr - 1 interated rounds

12 for( int i = 1; i < AES_128_NR; i++ ) {

13 AES_ENC_RND_ITERQ);

14 }

15 // 1 final round
16 AES_ENC_RND_FINIQ);

17
18 U32_TO_U8_LE( c, s_®, O ); U32_TO_U8_LE( c, s_1, 4 );
19 U32_TO_U8_LE( c, s_2, 8 ); U32_TO_U8_LE( c, s_3, 12 );

20 3




Part 2: in practice (15)
Strategy #3

> Strategy #3 [7] (i.e., Intel AES-NI):
use hybrid of software (i.e., via ISA) and hardware (i.e., via ISE),

> adopt a fully-packed representation of state and round key matrices, using 128-bit words, i.e.,

instances of type __m1281i,
> favour use of straight-line (i.e., unrolled) loops,
> pre-compute (or expand) round keys,
> compute round functions.
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Part 2: in practice (16)
Strategy #3

Notes:

Circuit (aesenc [0, Pages 3-54-3-55])

128 bits
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{ SubBytes
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{ ShiftRows
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{ MixColumns
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Notes:




Part 2: in practice (16)

Cirlcuit (aesenclast [6, Pages 3-56-3-57])
w2 | LI I}
{ SubBytes
l
{ ShiftRows
@
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Part 2: in practice (16)
Strategy #3
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Notes:

Circuit (aeskeygenassist [0, Pages 3-59-3-60])

128 bits

egerts (L L[ [T TTTTTTT]

{S-BOXES} {S—BOXES} {S-BOXES} {S—BOXES}

round ‘

constant L eg L GL

egmerw| LLITTTTTTITITTTTIT]

Notes:




Part 2: in practice (17)

Strategy #3
Listing
1 void aes_enc( uint8_t* c, const uint8_t* m, const uint8_t* rk ) {
2 _-m128i s = _mm_load_sil28( ( __m128i* )( m ) );
3 __ml128i* rkp = ( __mi128i* )( rk );
4
5 // 1 initial round
6 s = _mm_xor_sil28( s, _mm_load_sil28( rkp++ ) );
7 // Nr - 1 iterated rounds
8 s = _mm_aesenc_sil28( s, _mm_load_sil28( rkp++ ) );
9 s = _mm_aesenc_sil28( s, _mm_load_sil28( rkp++ ) );
10 s = _mm_aesenc_sil28( s, _mm_load_sil28( rkp++ ) );
11 s = _mm_aesenc_sil28( s, _mm_load_sil28( rkp++ ) );
12 s = _mm_aesenc_sil28( s, _mm_load_sil28( rkp++ ) );
13 s = _mm_aesenc_sil28( s, _mm_load_sil28( rkp++ ) );
14 s = _mm_aesenc_sil28( s, _mm_load_sil28( rkp++ ) );
15 s = _mm_aesenc_sil28( s, _mm_load_sil28( rkp++ ) );
16 s = _mm_aesenc_sil28( s, _mm_load_sil28( rkp++ ) );
17 // 1 final round
18 s = _mm_aesenclast_sil28( s, _mm_load_sil28( rkp++ ) );
19
20 _mm_store_sil28( ( __m128i* )( c ), s );
21}
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Conclusions

Foot- Sl’)oofi ng

Pre.ve.n tion Agre.e.m ent

I

, promise fhd‘f once

Your Name
I see how aimp|e AES rea"y is, T will
not imp‘emenf it in Producfion code
even fhough it would be r‘ea"y fun.

This agreement shall be in effecr
until the undersigned creates a
meaningful interpretive dance that
compares and contrasts cache=based,
fiming, oand other side channel atracks
and their countermeasures.

Signafure. Date

https://www.moserware.com/assets/stick- figure-guide- to-advanced/aes_act_3_scene_02_agreement_1100.png

Notes:

Notes:




Conclusions

> Take away points: you can often simple use
¢ = AES-128.Enc(k, m),
but understanding internals of this primitive can be useful and/or important.
some historically interesting aspects; some “portable” concepts,
close relationship between primitive and underlying Mathematics,

wide range of viable implementation strategies,
extensive deployment, in various contexts and use-cases.

vvyyvyy
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Additional Reading

Wikipedia: Advanced Encryption Standard (AES). urL: https://en.wikipedia.org/wiki/Advanced_Encryption_Standard.

> Advanced Encryption Standard (AES). National Institute of Standards and Technology (NIST) Federal Information Processing
Standard (FIPS) 197-upd1. 2023. urL: https://doi.org/10.6028/NIST.FIPS.197-updl.

> LR Knudsen and M.].B. Robshaw. The Block Cipher Companion. Springer, 2011.

> J.Daemen and V. Rijmen. The Design of Rijndael. Springer, 2002.
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Notes:
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Notes:




