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COMS30048 lecture: week #15

> Agenda: explore RSA [8] via
1. an “in theory”, i.e., design-oriented perspective, and
2. an “in practice”, i.e., implementation-oriented perspective,

2.1 multi-precision (or “big”) integer arithmetic,
2.2 exponentiation,
2.3 modular mulitiplication.

» Caveat!

~2hours = introductory, and (very) selective (versus definitive) coverage.
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Part 1: in theory (1)

> Recall: the RSA primitive can be used as
> an asymmetric encryption scheme
1. generation of a public and private key pair: given a security parameter A

I select random ’%-bit primes p and g

> compute N =p-q

3 compute ®(N) =(p—-1)-(9—-1)

+ select random e € Z;; such that ged(e, ®(N)) = 1
5 computed = ¢! (mod ®(N))

6 return public key (N, e) and private key (N, d)

RSA.KeyGen(A) =

2. encryption of a plaintext /m € ZJ:
¢ = RSA.Enc((N,e),m) = m® (mod N)
3. decryption of a ciphertext ¢ € Z3:

m = RSA.Dec(N,d),c) = ¢ (mod N)

> a digital signature scheme: (very) roughly, we just set

RSA.Sic
RSA.VEr

RSA.Dec
RSA.Enc

1R

Notes:

Notes:




Part 2: in practice (1)

> Challenge:

> given a functionality “stack”, i.e.,

GX

zZ

N

word (or limb)
operations

bridge gap between what we have (bottom) and want (top),

> an implementation strategy for doing so must consider many

° goals :  parameter set, functionality,
o metrics : latency, throughput, memory footprint,
e constraints : hardware versus software, data-path width,
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Part 2.1: in practice (1)

> Problem:
> we want to represent and perform operations on integers, i.e., elements of

Z={...,-3,-2,-1,0,+1,+2,+3,...},

> a micro-processor equipped with a w-bit word size approximates Z using an appropriate data

type; e.g., in C we get
w = 8 ~ char =~ int8t > { 27, ..., 0, ..., +27-1 }
w = 16 ~ short =~ intl6_t +— { =215, ..., 0, ..., +25-1 }
w = 32 ~ int ~ int32.t ~— { =281, ..., 0, ..., +2%1-1 }

> the magnitude of some x € Z can be much larger than a w-bit word.

» Solution:

1. a data structure to represent x, and
2. algorithms to operate on instances of said data structure.

Notes:

Notes:




Part 2.1: in practice (2)

Notes:
> Idea:
1. represent x using a base-b expansion
52 = <52'0/521/ . /52}’[—1>
g X
n—1
= + %V
=0
where each ¥; € X ={0,...,b -1},
2. select b = 2% such that
> each %; is termed a limb,
> we can represent an x > 2%, and
> digits of x can be dealt with conveniently by the processor.
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Part 2.1: in practice (3)
Notes:

> Idea:
1. represent x € {0,1,...2" — 1} using an instance of

typedef uint32_t limb_t;

2. represent x € N using an array
limb_t x[ 1_x ]

or a pointer to such an array, e.g.,
limb_t* x
plus an associated length 1_x.

3. represent x € Z using an instance of

Listing

typedef struct __mpz_t {

1

2 limb_t d[ MPZ_LIMB_MAX 1];
3

4 int 1;

5 int EH

6} mpz_t;

where

> x.dis a fixed-size array of limbs representing the magnitude of x,
> x.1is the number limbs used within x.d, and
> x.sis the sign of x.




Part 2.1: in practice (4)
Algorithms for x € {0,1,...,2% — 1}

> Step #1: limb-focused operations, e.g., “add with carry”.
> the idea is to support computation of

ri-b+rp=te—e+f+g

i.e., a software-based version of a hardware-based full-adder cell (where b = 2),
> for b = 2%, the result r has at most w + 1 bits because

Q-1 +QY-1)+1 = 201 1 < 2w+l
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Part 2.1: in practice (4)
Algorithms for x € {0,1,...,2¢ -1}

> Step #1: limb-focused operations, e.g., “add with carry”.

Listing

| #define LIMB_ADD1(r_1,r_0,e,f,9) { \
2 limb_t __t 0 = e + £; \
3 limb_t __t_1 = __t_0 < e; \
4 r0 = __t 0 + 'H \
5 limb_t __t_2 = r 0 < __t_0; \
6 r.l=__t. 1| __t_2; \
7}

Notes:

Notes:




Part 2.1: in practice (4)
Algorithms forx € {0,1,...,2% — 1}

> Step #1: limb-focused operations, e.g., “add with carry”.

Listing

1 #define LIMB_ADD1(r_1,r_0,e,f,g) { \
2 dlimb_t __t = ( dlimb_t )( e ) + \
3 ( dlimb_t )( £ ) + \
4 ( dlimb_t )( g ) ; \
5 \
6 r.0 = ( limb_t )( __t >> 0 DA
7 r.l = 0x1 & ( limb_t )( __t >> BITSOF( limb_t ) ); \
8}
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Part 2.1: in practice (4)
Algorithms for x € {0,1,...,2¢ -1}

> Step #1: limb-focused operations, e.g., “add with carry”.

git # b282dbb9 @ 202!

Listing

1 #define LIMB_ADD1(r_1,r_0,e,f,g) { \
2 asm( "movl %2,%0 ; movl $0,%1 ; \
3 addl %3,%0 ; adcl $0,%1 ; \
4 addl %4,%0 ; adcl $0,%1 ;" \
5 \
6 : "+&r" (r_0), "+&r" (r_1) \
7 "r" (e), N EN \
8 "r" (9 \
9 : "ec" )50\
10 3
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Part 2.1: in practice (5)
Algorithms forx € {0,1,...,2% —1}

> Step #1: limb-focused operations, e.g., “multiply-accumulate with carry”.
> the idea is to support computation of

rn-2Y+rg=tee-f+g+h,
> for b = 2%, the result r has at most 2 - w bits because

2-1)-QY-D+QY-1D+(2¥-1) = 22 -1 < 227,
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Part 2.1: in practice (5)
Algorithms for x € {0,1,...,2¢ -1}

> Step #1: limb-focused operations, e.g., “multiply-accumulate with carry”.

Listing

| #define LIMB_MUL2(r_1,r_0,e,f,g,h) { \
2 dlimb_t __t = ( dlimb_t )( e ) * \
3 ( dlimb_t )( £ ) + \
4 ( dlimb_t )( g ) + \
5 ( dlimb_t )C h ) ; \
6 \
7 r_0 = ( limb_t )( __t >> 0 DN
8 r_1 = ( limb_t )(C __t >> BITSOF( limb_t ) ); \
9}

Notes:

Notes:




Part 2.1: in practice (5)
Algorithms forx € {0,1,...,2% —1}

Notes:
> Step #1: limb-focused operations, e.g., “multiply-accumulate with carry”.
Listing
1 #define LIMB_MUL2(r_1,r_0,e,f,g,h) { \
2 asm( "movl %2,%%eax ; mull %3 HEEAN
3 addl %4,%%eax ; adcl $0,%%edx ; \
4 addl %5,%%eax ; adcl $0,%%edx ; \
5 movl %%eax,%0 ; movl %%edx,%l ;" \
6 \
7 @ "=&g" (r_0), "=&g" (r_1) \
8 : "1" (e), "r" (), \
9 "r" (g), "0 (h) \
10 : "%eax", "%edx", "cc" DAY
113
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Part 2.1: in practice (6)
Algorithms for x € N
Notes:

> Step #2: N-focused operations, e.g., “long addition”.
> the idea is to support computation of

62319)
567(10) [ d

N o R
I
—|
O R = O
o~ o
—_ = =
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= ==
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1190(10) Lad 1

i.e., a software-based version of a hardware-based ripple-carry adder (where b = 2),
> the result r has at most max(ly, ) + 1 limbs.
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Part 2.1: in practice (6)

Algorithms for x € N
. . Notes:
> Step #2: N-focused operations, e.g., “long addition”.
Algorithm (N-App) Listing
1 . . . N :
Input: Two unsigned, base-b integers x and y 5 imb_t mpn_add( limb_t* r, z:::: ﬁﬁg_t* ; i:: 1";') {
Output: An unsigned, base-b integer r = x +y 3 B B
1l — x|, Iy < |yl, Ir < max(lx, Iy) ; int 1r = MAXC lx, 1y )i
2 re=0,c<0 6 limb_t c = 0;
5 fori=0uptol, —1step +1do 7
4 yi<_(xi+yi+g)modb 8 forg int i = 0; i.< I_r; i++ ) {.
s | if(xj+y;+c) <bthenc— Oelsec « 1 13 Eﬁg:t g:;zgiji:;; :;Ei% g:
o end 11
7 returnr,c 12 LIMB_ADD1( ¢, r[ i 1, d_x, d_y, c );
13 }
14
15 return c;
16 ¥
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Part 2.1: in practice (6)
Algorithms for x € N
Notes:

> Step #2: N-focused operations, e.g., “long addition”.

Algorithm (N-App) Listing
) . N . B .
Input: Two unsigned, base-b integers x and y ; Himb_t mpn_add( limb_t* r, 22:2: iiﬁg_:* ;' i:z 1_;') t
Output: An unsigned, base-b integer 7 = x + y 3 - ' -
Uy xl by — yl b — max(ly, Iy) poAntlr = NG Ly, 4= 6
2 re—0,c<0 6 limb_t c = 0;
5 fori=0uptol, —1step +1do 7
4 ri < (x; +y; + ¢) mod b Z Hhil}elgisl_r) t
. imb_t _X = X 1 H
5 if (xj +y;+c) <bthenc « Oelsec <1 10 Limb t cLy:yEl %
s end 1
7 returnr,c 12 LIMB_ADD1( ¢, r[ i 1, d_x, d_y, c ); i++;
133
14 while( i < 1.x ) {
15 limb_t d_x = x[ i ]1;
16
17 LIMB_ADDO(C c, r[ i ], d_x, c ) i++;
18 }
19 while( i < 1_y ) {
20 limb_t d_y = y[ i 1;
21
22 LIMB_ADDO(C ¢, r[ i 1], d_y, c ); i++;
23 3
24
25 return c;
26 }




Part 2.1: in practice (7)

Algorithms for x € N
Notes:
> Step #2: N-focused operations, e.g., “long multiplication”.
> the idea is to support computation of
x = 2 3
y = 5 6 7 X
pp=7-3 = 2 1
p=7-2 = 1 4
p=7-6 = 4 2
p3 = 6-3 = 1 8
pr=6-2 = 1 2
ps=6-6 = 3 6
p6=5-3 = 1 5
p7 = 5.2 = 1 0
pg=5-6 = 3 0
c = 0 1 1 1 0 0
r = 3 5 3 2 4 1
> the result r has at most Iy + I, limbs.
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Part 2.1: in practice (7)
Algorithms for x € N
Notes:

> Step #2: N-focused operations, e.g., “long multiplication”.

Algorithm (N-Muw) Listing
. . 1 void mpn_mul( limb_t* r, const limb_t* x, int 1l_x,
Input: Two un51gned, base-b 1ptegersxandy 5 const limb_t* y, int 1y ) {
Output: An unsigned, base-b integer ¥ = x - y 3
4 int 1.r = 1_x + 1l_y;
Ul = xl =yl b = e+ Dy -
2 rﬁO 6 limb_t R[ 1.r 1, c;
s forj=0uptoly —1step +1 do 7
4 c—20 8 memset( R, O, l_r * SIZEOF( limb_t ) );
5| fori= — 1step +1 J
ort .Z?rpto_lfh ?t.epﬁ_ fi9+ 10 for( int j = 0; j < l.y; j++ ) {
6 u U= YjXi+rjgi+c 1 c =0
7 1’]'+l' — 0 12
13 for( int i = 0; i < 1_x; i++ ) {
s ceu 14 limb_t d_y = y[ j 1;
9 end 15 limb_t d_x = x[ il;
10 Tisly < € ]I(_) limb_t d_R = R[ j + i 1;
7
11 end 18 LIMB_MUL2( ¢, R[ j + i 1, d_y, d_x, d_R, c );
12 returnr 19 }
20
21 R[L j+1x1]=c;
22 }

23
24 memcpy( r, R, l_r * SIZEOF( limb_t ) );
25}




Part 2.1: in practice (8)

Algorithms for x € Z
Notes:
> Step #3: Z-focused operations.
Algorithm (Z-App) Listing
1 i * *
Input: Two signed, base-b integers x and y 5 void mpz_add( mpz_t* r, 22::: Eiz:t* ;') i
Output: A signed, base-b integer r = x + 3 if ((x->s < 0)& (y->s>0)) {
. ifx<0andy20then :l if( mpn_cmp( x->d, x->1, y->d, y->1 ) >= 0 ) {
R 5 _ , X, y, MPZ_SIGN_NEG );
> | ifabs(x) > abs(y) then P ) HPZ_SUB( r, x. ¥ )
3 | 7 < —N-Sus(abs(x), abs(y)) 7 else {
! else 8 MPZ_SUB( r, y, x, MPZ_SIGN_POS );
5 | 7 < +N-Sus(abs(y), abs(x)) 9 }
6 end 0 3
. d 11 else if( ( x->s >= 0 ) & (y->s < 0 ) ) {
7 end 12 if( mpn_cmp( x->d, x->1, y->d, y->1 ) >= 0 ) {
s elseif x > 0and y < 0 then 13 MPZ_SUB( r, x, y, MPZ_SIGN_POS );
9 if abs(x) > abs(y) then 14 }
10 | < +N-Sus(abs(x), abs(y)) 15 else {
. else 16 MPZ_SUB( r, y, x, MPZ_SIGN_NEG );
2 | r < —N-Sus(abs(y), abs(x)) }; ) 3
13 end 19 else if( ( x->s >= 0 ) && ( y->s >= 0 ) ) {
14 end 20 MPZ_ADD( r, x, y, MPZ_SIGN_POS );
5 elseif x > 0and y > 0 then 21
16 | 7 — +N—ADD(abs(x),abs(y)) 22 else if( ( x->s < 0 ) & (y->s < 0 ) ) {
- end 23 MPZ_ADD( r, x, y, MPZ_SIGN_NEG );
24
15 elseif x <0andy < 0 then 25} ’
19| 7« —N-App(abs(x), abs(y))
20 end
21 returnr
© Daniel Page University of
e ottty M BRISTOL git # b282dbb9 @ 2025-09-03
Part 2.1: in practice (9)
Algorithms for x € Z
Notes:

> Step #3: Z-focused operations.

Algorithm (Z-Mut) Listing

Input: Two signed, base-b integers x and y ; void mpz_mul( mpz_t* r, zz:zt :gz::j ;') {
Output: A signed, base-b integerr = x -y 3 if( x-»>s == y->s ) {

1 ifx <Oandy > 0 then j . MPZ_MUL( r, x, y, MPZ_SIGN_POS );

> | 7« =N-Muw(abs(x), abs(y)) 6 else {

5 end 7 MPZ_MUL( r, x, y, MPZ_SIGN_NEG );

1+ elseif x > 0and y < 0 then 8 3

5| 7 =N-Mur(abs(x), abs(y)) 9}

s end

7 elseif x > 0and y > 0 then

s | r < +N-Mur(abs(x), abs(y))
9 end

10 elseif x <0and y < 0 then
1| r < +N-Mui(abs(x), abs(y))
2 end

15 returnvr




Part 2.1: in practice (10)

Algorithms for x € Z

> Step #3: Z-focused operations.

Listing

| #define MPZ_MUL(r,x,y,s_r) { \
2 int 1.r = (x)->1 + (y)->1; \
3 \
4 mpn_mul ( (r)->d, (x)->d, (x)->1, \
5 (y)->d, (y)->1); \
6 \
7 (r)->1 = mpn_lop( (r)->d, 1l_r ); \
8  (r)->s = s_r; \
9}

Listing

1 int mpn_lop( const limb_t* x, int 1_x ) {
2 while( ( 1.x >1) & (x[1x-171==0)){
3 1_x--;
4 %

5

6  return 1_x;
7
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Part 2.2: in practice (1)

» Problem:

> given the base x € Z§ and the exponent y € Z, we want to compute 7 = ¥/ (mod N),
> we could do so via

r=x/=xxxX---Xx (mod N),
————

y terms
but this is O(y) and the magnitude of y can be very large.
> Solution:

> algorithms for efficient

multiplicative group G*  ~» exponentiation x¥
additive group G* ~» scalar multiplication [y]x

© Daniel Page (
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Part 2.2: in practice (2)

> Idea: consider some G*.
> exponentiation means repeated application of the group operation, i.e.,

W=xxxX---Xx,
[ —

y terms
so if y = 14(1p) we have
B =XXIXEXAXIXEXIXXXE XXX XL XXX X
> expressing y in base-2, we can rewrite this as

n—

Xy = xzzzol vi?
= xYn-1 ~27171+~~'+y1'21 +y0~20

= xyn—l'zrkl X e X xy1‘21 X xyO'ZO

Applied Cryptology

Part 2.2: in practice (2)

> Idea: consider some G*.
> given y = 14(19) = 1110(7) we can see that

xY = xY 20 X a1 21 X xY2 22 X xY3 28
0 1 2 3
— x0-2 X xl 2 % xl -2 X x1~2
= 0 x  x2 x x* x x8
T

> giveny = 14(19) = 1110(y) we can see that

o= a0 x (a1 ox (a2 ox (A ox (1 )2
WO ox (2 ox (b ox (b ox (1 )2
¥ ox (xox (0 ox (oxb ox 1
©ox (xb x (0 o x (At
P ox (x ox (o x x2
WO ox (X ox (AP
P x (o x x°
P x (K
O % x4
y14

via application of Horner’s rule.
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Notes:

Notes:




Part 2.2: in practice (3)

> Option #1: left-to-right binary exponentiation.

evaluate the Horner expansion step-by-step in an “inside-out” order ,
express i in base-2, i.e., extract a 1-bit digit d from y in each step,
trade-off time in favour of space,

apply

v

vvyy

e 7 ifd=0
Pxx ifd=1

so as to accumulate the result.

© Daniel Page (
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Part 2.2: in practice (3)

> Option #1: left-to-right binary exponentiation.

Notes:

Algorithm (1Exp-L2R-BINARY)

Input: A group element x € G, a base-2 integer 0 <y < n
Output: The group element 7 = x¥ € GX
re1
fori = |y| — 1 downto O step —1 do
e
if y; = 1 then
5 | rerxx
6 end
7 end
s returnr

e N =

Notes:




Part 2.2: in practice (4)

> Option #2: left-to-right windowed exponentiation.

> evaluate the Horner expansion step-by-step in an “inside-out” order ,
> express y in base-m for m = 2, i.e., extract a k-bit digit d from y in each step,
> trade-off space in favour of time, i.e., perform pre-computation reflected by X,
> apply

2 ifd= 0

2 (X[0] =x' ) ifd= 1

rel A x (X1 =22 ) ifd= 2
2 % (X[Rk-2]=221) ifd=2F-1

so as to accumulate the result.

© Daniel P
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Part 2.2: in practice (4)

git # b282dbb9 @ 2025-09-03

> Option #2: left-to-right windowed exponentiation.

Algorithm (Recope-Basg-m1)

Algorithm (1Exp-L2R-FixepWiNDow)

Input: An integer y represented in base-2, an
integer m = 2ok
Output: A sequence iy’ which represents y in
base-2k

Yy —0,i—0

while y # 0 do
Vieyr@ - yecy>kicitl

1 end

5 returny’

b=

Input: A group element x € G*, a base-2 integer
0 <y < n,aninteger m = 2k
Output: The group element = x¥ € G*

Iy « Recopg-Base-m(y, m = 2ky
Pre-compute X = [x! | i € {1,2,3,...,m—1=2K-1}]
s re1
fori = |y’| — 1 downto O step —1 do
forj = O upto k — 1step +1 do
6 | rer?
7 end

-

e

8 if y; # 0 then

9 | rerxXly; -1]
10 end

11 end

12 returnr

Notes:

Notes:




Part 2.3: in practice (1)

»> Problem:
> we want to represent and perform operations on integers modulo N, i.e., elements of

Zn =1{0,1,2,...,N—1},

> we could implement Zy based on Z, but any x € Zy will
> always be positive, and
> have a size that is upper-bounded by N.
> Solution:

1. a data structure to represent x, and
2. algorithms to operate on instances of said data structure.

© Daniel Page (
git #b282dbb9 @ 2025-09-03

Applied Cryptology

Part 2.3: in practice (1)

> Problem:
> we want to represent and perform operations on integers modulo N, i.e., elements of

Zn=1{0,1,2,...,N—-1},

> we could implement Zy based on Z, but any x € Zy will

> always be positive, and
> have a size that is upper-bounded by N.

> Solution:

1. use the existing data structure for N, and
2. focus on an algorithm for x x y (mod N) to support Z.

Notes:

Notes:




Part 2.3: in practice (2)

> Idea:
1. Use the relationship

t (mod N) = t— (N x {%J)
which

> uses a standard integer representation,

> requires no pre-computation, but

> requires an integer division, which is relatively complicated and computationally expensive.
2. Use Barrett reduction [4], which

> uses a standard integer representation,

> requires some pre-computation, and

> requires 2 - (Iy + 1) - (Iy + 1) limb multiplications for an [y-limb N.
3. Use Montgomery reduction [7], which

> uses a non-standard integer representation,
> requires some pre-computation, and
> requires 2 - Iy - Iy limb multiplications for an Iy-limb N.

© Daniel P:
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Part 2.3: in practice (3)

> Montgomery-based multiplication ~» exponentiation ~» RSA:
> pre-compute a set of Montgomery parameters IT = (N, p, w) where

1. p = b* for the smallest k such that b* > N, and
2. @=-N"1 (mod p),
assuming a base-b representation of N such that gcd(N,b) =1,

Notes:

Notes:




Part 2.3: in practice (3)

> Montgomery-based multiplication ~+ exponentiation ~» RSA:

> the Montgomery representation of an integer
0<x<N

is then defined as

¥=xXp (modN),

© Daniel Page (
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Part 2.3: in practice (3)

> Montgomery-based multiplication ~» exponentiation ~» RSA:

> using these concepts, we can define Montgomery multiplication:

Algorithm (MoNTMUL)

Input: A set of Montgomery parameters IT = (N, p, w), integers 0 < x,y < N
Output: 7 = xx y x p~! (mod N)

re XXy

7« (r+((rxw) mod p) X N)/p

ifr >= Nthenr < r—-N

return r

e N =

where, crucially and by-design, the modular reduction and division by p are special-case.

Notes:

Notes:




Part 2.3: in practice (3)

> Montgomery-based multiplication ~+ exponentiation ~» RSA:
> given we can convert into

MontMuUL((N, p, @), %, p> mod N) = xxp?2xp~! (mod N)
= xXxXp (mod N)
%

and from

MontMuL((N, p, w), %, 1) ix1xpt (mod N)

(xxp)x1xpt (mod N)
X

I

Montgomery representation,
> we could then compute

= MontMuL((N, p, w), x, p2 mod N)
MontMuL((N, p, @), y, p> mod N)
= MontMuL((N, p, w), X, )
= MontMuL((N, p, w),?,1)

r=xxy (mod N) o

S DS B
I

but the overhead of conversion is too high ...

© Daniel P
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Part 2.3: in practice (3)

> Montgomery-based multiplication ~» exponentiation ~» RSA:
> ... instead, we adapt an exponentiation algorithm: for example

Algorithm (MonNTExP)

Input: A set of Montgomery parameters IT = (N, p, w), integers 0 < x,y < N
Output: = ¥ (mod N)
? « Mont™MuL(TT, 1, p2 mod N), & < Mont™MuL(TT, x, p2 mod N)

fori = |y| — 1 downto O step —1 do
7 < MontMur(I1, 7, )

G W N =

if y; = 1 then
| 7 & MontMuL(IT, 7, %)
6 end
7 end

return MontMuL(TT, 7, 1)

S

ie.,

> convert input into Montgomery representation,
> compute a series of (many) Montgomery multiplications,
> convert output from Montgomery representation,

and thus amortise the conversion.

Notes:

Notes:




Part 2.3: in practice (4)

Montgomery reduction: a step-by-step explaination

> Challenge #1: compute x - y.

> Solution:
> Recall that

=
<
|

= yx

(B2 v ¥) =

Iy-1 ;
Ziy: o Yitx- b
> So, setting b = 10 and y = 456 (such that /;, = 3) means

(yo~x~100)+(y1~x-101)+(y2~x~102)

Xy

(yo-x-1)+ (y1 - x-10) + (y2 - x - 100)

Yo-x+10-(y1 -x+10- (y2 - x +10-(0)))

which we can compute using Horner’s rule.
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Part 2.3: in practice (5)

Montgomery reduction: a step-by-step explaination

Algorithm

Input: Two base-10, unsigned integers x and y
Output: A base-10, unsigned integer 7 = x - y

11«0

2> fori=1I, —1downto 0 step —1 do
5 | re(r-10)+ (yi - x)

4+ end

5 returnr

x = 1 2 3
y = 4 5 6 X
r = r-10 = 0
p2 = 4-123 = 4 9 2
r = r+py = 4 9 2
r = r-10 = 4 9 2 0
pp = 5-123 = 6 1 5
r = r+p = 5 5 3 5
r = r-10 = 5 5 3 5 0
po = 6-123 = 7 3 8
r = r+py = 5 6 0 8 8
r = 5 0 8 8

Notes:

Notes:




Part 2.3: in practice (6)

Montgomery reduction: a step-by-step explaination

> Challenge #2: compute (x - 1)/1000.

> Solution:
> Recall that we can already say

x-y = (yo-x-10°)+(y1 - x-10Y) + (y2 - x - 10%)
= (yo-x-1)+(y1-x-10) + (y2 - x - 100)
> This implies
Xy _ (yo-x-1)+(y71 -x-10)+(yy2-x-100)
1000 ~ 1000
_ oxD) , (y1x10) , (y2-x-100)
= oo * oo T 000

_ o) | W1Y) |, (2w
= o0 t 00 T i0

= (((((((0)/10) + yo - x)/10) + y1 - x)/10) + y2 - x)/10

which we can compute using Horner’s rule, sort of in reverse.
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Part 2.3: in practice (7)

Montgomery reduction: a step-by-step explaination

Algorithm

Input: Two base-10, unsigned integers x and y
Output: A base-10, unsigned integer r = (x - y)/1000

11«0

2> fori=0uptol, —1step +1 do
5 | re(r+yi-x)/10

4+ end

5 returnr

x = 1 2 3

y = 4 5 6 X
po = 6123 =7 3 8

r = r+py = 7 3 8 0 0 0
r = r/10 = 7 3 8 0 0
= 5123 = 6 1 5

r = r+pp = 6 8 8

r = r/10 = 6 8

p2 = 4-123 = 4 9 2

r = r+py = 5 6 0 8 8 0
r = r/10 = 5 6 0 8 8
r = 5 6 0 8 8

Notes:

Notes:




Part 2.3: in practice (8)

Montgomery reduction: a step-by-step explaination

> Challenge #3: compute (x - ¥)/1000 (mod 667).

> Solution:
> The problem is that
Zes7 =1{0,1,...,666}

i.e., fractional numbers are disallowed: we cannot simply divide by 10.
> Clearly
u;-667=0 (mod 667),
SO

> we can add any multiple u; of 667 to r, and still get the correct result modulo 667, meaning
> in each step we can “magically” select the u; such that r + u; - 667 is divisible by 10.
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Part 2.3: in practice (9)

Montgomery reduction: a step-by-step explaination

Algorithm (apart from the magic u;)

Input: Two base-10, unsigned integers x and y
Output: A base-10, unsigned integer r = (x - )/1000 (mod 667)

11«0

2> fori=0uptol, —1step +1do
5 | re(r+yi-x+u;-667)/10
4+ end

5 returnr

6-123
r+po
r+6-667
r/10
5-123
r+p1
r+3-667
r/10
4-123
r+p2
r+7-667
r/10

S

N

e T T B T e~ B T B~
=

1L L | | VO 1 R V1
o=y

GO O WO OO NN N~

BRENO VWO WVWRRL NI WWUN

NNO—R,NOO WU O 0o W

Notes:

Notes:




Part 2.3: in practice (10)

Montgomery reduction: a step-by-step explaination

» Translation:

1. The smallest k st. b* > N is 3, so we have

2. We have
which noting
up
in
uz

p =b" =10 = 1000.

w = -N"1 (mod p) = —66771 (mod 1000) = 997,

(738-997) (mod 10) =
(1089-997) (mod 10)
(801-997) (mod 10)

explains where the values of u; come from.
3. The algorithm more or less is Montgomery multiplication, since

X

and so

© Daniel Page (
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Conclusions

421 ~
422~
%9 p—l

%

6 ~ r=r+6-667
= 3 ~ r=r+3-667
= 7 ~ r=r+7-667

xX-p (mod N)
421 -1000 (mod 667) = 123
y-p (mod N)
= 422-1000 (mod 667) = 456
547 (mod 667)
240 - 1000 (mod 667)
(421 -422) - 1000 (mod 667)

EAE University of
M BRISTOL
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> Take away points: you can often simple use

¢ = RSA.Enc((N, ¢), m) = m°

(mod N),

but understanding internals of this primitive can be useful and/or important.

vvyyvyy

some historically interesting aspects; some “portable” concepts,
close relationship between primitive and underlying Mathematics,
wide range of viable implementation strategies,

extensive deployment, in various contexts and use-cases.

Notes:

* You can relate where u formally comes from, back to the challenge:
- in the 0-th step we had
uj = 6 738 997
(yo- x) @

— so more generally, in the i-th step we had
ui=(r+yi-x) @ (modb)

since we need to add the value of r accumulated so far,
- but since the result is modulo b, we only really need to consider r and x modulo b, hence

ui =(ro +yi-x0) @ (mod b).

(mod 10)
(mod b)

Notes:




Additional Reading

Wikipedia: RSA. urL: https://en.wikipedia.org/wiki/RSA.

» V. Shoup. “Chapter 3: Computing with large integers”. In: Computational Introduction to Number Theory and Algebra. Cambridge
University Press, 2008. UrL: http://shoup.net/ntb/.

> AlJ. Menezes, P.C. van Oorschot, and S.A. Vanstone. “Chapter 14: Efficient implementation”. In: Handbook of Applied
Cryptography. CRC, 1996. urL: http://cacr.uwaterloo.ca/hac/about/chapl4.pdf.

> D.M. Gordon. “A Survey of Fast Exponentiation Methods”. In: Journal of Algorithms 27 (1998), pp. 129-146.

> PD. Barrett. “Implementing the Rivest, Shamir and Adleman public key encryption algorithm on a standard digital signal
processor”. In: Advances in Cryptology (CRYPTO). LNCS 263. Springer-Verlag, 1986, pp. 311-323.

> PL. Montgomery. “Modular multiplication without trial division”. In: Mathematics of Computation 44.170 (1985), pp. 519-521.

> C.K.Kog, T. Acar, and B.S. Kaliski. “Analyzing and comparing Montgomery multiplication algorithms”. In: IEEE Micro 16.3
(1996), pp. 26-33.
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