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Keep in mind there are fwo PDFs available (of which this is the latter):
1. a PDF of examinable material used as lecture slides, and
2. a PDF of non-examinable, extra material:

> the associated notes page may be pre-populated with extra, written explaination of
material covered in lecture(s), plus

> anything with a “grey’ed out” header/footer represents extra material which is
useful and/or interesting but out of scope (and hence not covered).
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COMS30048 lecture: week #17

> Agenda: explore implementation attacks via
1. an “in theory”, i.e., concept-oriented perspective,

1.1 explanation,
1.2 justification,
1.3 formalisation.

and
2. an “in practice”, i.e., example-oriented perspective,

2.1 attacks,
2.2 countermeasures.

» Caveat!

~2hours = introductory, and (very) selective (versus definitive) coverage.
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Part 2.1: in practice (1)
Attacks: 7~ = RSA, A = power consumption

> Scenario:
> given the following interaction between an attacker & and a target 7

algorithm RSA.Dec((N, d), ) begin
Pre-compute I = (N, p, @) from N
& « MontMuL(TT, ¢, p* mod N)
# « MontMuL(T], ¢, p*> mod N)

Notes:

D

N,d)

m = RSA.DEc((N, d),c)
=¢! (mod N)

ANNNN>

7 = MoNTSQR(IT, 7)
if d; = 1 then
| # — MontMuL(IT, 7,¢)

1
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1

B fori = |d| -2 downto 0 do
6

7

8

9 end

e .~"/’ 10 end
A [ power consumption n return MontMuL(I1, 7, 1)
12 end

> and noting that
> there are no countermeasures implemented,
> adedicated Montgomery squaring implementation, i.e.,

MonTtSor(IT, 7) = 7 X 7 X p_l (mod N),

is used, such that although
MonTtSor(I1, 7) = Mont™uL(T], 7, 7),

the former is more efficient than the latter,
> the Montgomery squaring and Montgomery multiplication implementations are FIOS-based [12],

» how can & mount a successful attack, i.e., recover d ?

Notes:




Part 2.1: in practice (2)

Attacks: 7 = RSA, A = power consumption
Notes:
> Example: ARM Cortex-M3, |[N| = 1024.
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Part 2.1: in practice (2)
Attacks: 7~ = RSA, A = power consumption
Notes:

> Attack [14]:
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Part 2.1: in practice (2)
Attacks: 7 = RSA, A = power consumption

> Attack [14]:
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Part 2.1: in practice (3)

Attacks: 7 =~ AES, A = power consumption

» Scenario:

800000 1000000
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> given the following interaction between an attacker & and a target 7~

D ¢ = AES-128.Exc(k, m) ~AA~AAAS>

A [ power consumption

> and noting that

> there are no countermeasures implemented,
> in the first round, the implementation computes

S-ox(m; @ ki)

1
2
3
4
5
6
7
s
9

algorithm AES-128.Exc(k, m) begin
sem
s « AddRoundKey(s, k = rk®)
forr =1 upto 9 step +1 do
k « EvolveRoundKey(k, rc”)
s « SubBytes(s)
s « ShiftRows(s)
s « MixColumns(s)
s « AddRoundKey(s, k = k")
end
k « EvolveRoundKey(k, rc'?)
s « SubBytes(s)
s « ShiftRows(s)
s « AddRoundKey(s, k = rk(1?)
ces
return ¢

end

for 0 < t < 16: we can target this operation, and so recover each t-th byte independently,

> power consumption can be modelled by Hamming weight, i.e.,
HW(S-Box(1m; & ki))

models the power consumption of the target operation (or result of it),

» how can & mount a successful attack, i.e., recover k ?

Notes:

Notes:




Part 2.1: in practice (4)
Attacks: 7~ = AES, A = power consumption

> Attack [7]:

M

AES-128.Enc(k, My)

AES-128.Exc(k, M)

AES-128.Enc(k, M,,_1)
ANNNANNANANNANNNNA
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Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption

> Attack [7]:
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some j indexes leakage from the target operation

Notes:

Notes:




Part 2.1: in practice (4)
Attacks: 7~ = AES, A = power consumption

> Attack [7]:

Notes:
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Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption
Notes:
> Attack [7]:
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some k; = ky, i.e., is correct
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption
Notes:
> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption
Notes:

> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7~ = AES, A = power consumption

> Attack [7]:

Notes:
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Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption
Notes:
> Attack [7]:
AES-128.Enc(k, M
o /\/\/\/\/\/\/\/bi/i/\/\}’z/\n Ro0 Ro Ro,-1
AES-128.Exc(k, M)
M AAANAAANNAARNAS Ri0 Ri1 Ri-1
Coo ~ Coa Co-1
AES-128.Enc(k, My_1)
My-1 AANAANNANNNANNANS Ru-10  Ru-11 Ri-1,-1
Cio  Cia o Cum
analysis ———
HW(S-Box(Mo, @ ki)
My /\/\/\/\/\/\/\/\/\t/\/\;\/\r’ FHoo Hoa Hopn-1
- Ci- Ci— coo Cpetge
HW(S-s0x(My s @ ) w10 Cho1a h-1,1-1
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HW(S-sox(M,_1; & k)
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Part 2.1: in practice (4)
Attacks: 7~ = AES, A = power consumption

> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption

> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7~ = AES, A = power consumption

Notes:
> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption
Notes:
> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7~ = AES, A = power consumption

Notes:
> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption
Notes:
> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7~ = AES, A = power consumption

Notes:
> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption
Notes:

> Attack [7]:
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption
Notes:
> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption
Notes:

> Attack [7]:
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption
Notes:
> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption
Notes:
> Attack [7]:
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption
Notes:
> Attack [7]:
AES-128.Enc(k, M
o vawvi/\/\%\,- Roo Ro1 Ro,-1
AES-128.Enc(k, My)
M AAANAAAANAARA S Ri0 Ri Rij-1
Coo Coa o G
AES-128.Enc(k, M,-1)
Mt AAAANAANNAAAN~ Ru-10  Ru-1,1 e Ryt
Cio  Cia e Cum
analysis ———
HW(S-sox(Mo, @ k)
My f\/\/\/\/\/\/\/\lo\‘/\/\;\/\r' Hopo  Hop o Hop
7 Ci- Ci- s Chorg-
HW(S-s0x(My; © K1) -0 Ch-11 h-1,1-1
M ANNAANNANANANNANANS Hio  Hiy e Hip
HW(S-8oxX(My—1 @ k1))
M,y AAAANAANAANANA Hyro Hun oo Hyoip
k=0 k=1 - k=h-1
ty of
Applied Cryptology B BRISTOL git #b282dbb9 @
Part 2.1: in practice (4)
Attacks: 7 ~ AES, A = power consumption
Notes:
> Attack [7]:
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Part 2.1: in practice (4)
Attacks: 7 = AES, A = power consumption

Notes:
> Attack [7]:
AES-128 Exc(k, Mo) atCy, ; we expect a “peak” due to high(er) correlation;
Mo ANNNNANANAANAN Roo  Roa o R identifying said “peak” recovers k;
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Part 2.1: in practice (5)
Attacks: 7 =~ AES, A = power consumption
Notes:
> Example: ARM Cortex-M3, n = 1000, [ = 108124.
k = (2B, 7Eqe), - - -, 3Cae)) AES-128.Enc(k, M) R .
[VAVaVaVAVAVAVAVAVAVAVAVANS =
Mo = (1Cu¢), E5a), - -, 4Bg)) 0
k= (2Bue),7Eqs), ---,3Cae)) AES-128.Enc(k, M1) PR
ANNANNANNNANANNAN =t
My = (4146),626), -, DF16)) ! )
. wnp
.
k = (2Buey, 7Eqe), - - -, 3Cae)) AES-128.Enc(k, M,—1)
ANANANNANANANANNA
M1 = (Elgue), CFae), - -, BEqe))




Part 2.1: in practice (5)
Attacks: 7 = AES, A = power consumption

> Example: ARM Cortex-M3, n = 1000, [ = 108124.

© Daniel Page (

voltage

+1.0 1

+0.5 1

+0.0 1

-0.5 1

-1.0 1
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Part 2.1: in practice (5)

Attacks: 7 =~ AES, A = power consumption

> Example: ARM Cortex-M3, n = 1000, [ = 108124.

© Daniel Page (

o]

) |

T T T T T
20000 40000 60000 80000 100000

sample
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ko = ko = 2B(1¢)

ki =ky =7Eqe)

kis = k15 = 3Cqe)

Notes:

Notes:




Part 2.1: in practice (5)

Attacks: 7 = AES, A = power consumption

> Example: ARM Cortex-M3, n = 1000, / = 108124.

Notes:

© Daniel Page (
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Part 2.1: in practice (6)

Attacks: 7~ = RSA, A = clock glitch
Notes:

> Scenario:
> given the following interaction between an attacker & and a target 7

A [ clock glitch
o ) 1 algorithm RSA.SiG((N, p, q,d), m) begin
” 2 | gy e md™dr T (mod p)
_— ] o = RSASIG(N, p, q,d), m) 3 | gy e m'™da (mod q)
& -] T D =m' (mod N) 4 | o« crt(oy, )
. ®orad 5 return o
v 6 end

> and noting that
> there are no countermeasures implemented,
> to improve efficiency, a CRT-based [16] implementation is used,
> based on pre-computation of

g’ 1 (mod N)
pq‘l (mod N)

to
f

the Gauss-based recombination is such that

o =crt(op,04) = 0p X tg + 04 Xt;  (mod N),
> the fault induced randomises computation of 0p, i.e., the first “small” exponentiation,

» how can & mount a successful attack, i.e., recover d ?

Applied Cryptol



Part 2.1: in practice (7)
Attacks: 7~ = RSA, A = clock glitch

> Attack [6, Section 2.2]:

> generate
G=0pXtp+asxt; (mod N) & fault induced
g=0pXtg+agxt; (mod N) <« no faultinduced

such that 6 # ¢ due to the fault induced in the former,
> observe that the CRT pre-computation means
tp = 0 (mod g),
i.e., to is divisible by g, and so, likewise,

(op —Gp)xtg = 0 (mod g),

> compute

ged(o —G,N) ged((op X to + 0g X t1) — (5p X tg + 04 X t1),N)
gcd((op X to) = (Gp X t), N)
= gcd((op — Gp) X to, N)

q

i.e., factor N, then compute d.

© Daniel Page

git #b282dbb9 @ 2025-09-03

Part 2.1: in practice (8)
Attacks: 7~ = AES, A = clock glitch

> Scenario:
> given the following interaction between an attacker & and a target 7

1 algorithm AES-128 Exc(k, m) begin
2 | sem

3 | s« AddRoundRey(s, k = rk©®)

4 forr =1 upto 9 step +1 do

s k « EvolveRoundKey(k, rc”)
6
7
s
9

A [ clock glitch

s « SubBytes(s)
s « ShiftRows(s)

% s « MixColumns(s)
& T D ¢ = AES-128.Exc(k, m) ~AA~AAAS> s « AddRoundKey(s, k = k")
] 10 end
. ¢ i [] n k « EvolveRoundKey(k, rc(')
S - 12 s « SubBytes(s)

Tt - 5 s « ShiftRows(s)
u s « AddRoundKey(s, k = rk(1?)

15 ces
16 return ¢
17 end

> and noting that
> there are no countermeasures implemented,
> the fault induced randomises sl(.? ,i.e., a chosen element of the state matrix used as input to the 8-th

round,
» how can & mount a successful attack, i.e., recover k ?

Notes:

Notes:




Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch

> Attack [17]

k©

50,0 50,1 50,2 S0,3
51,0 $1,1 512 51,3
$2,0 52,1 522 $23 | MixColumns
30 53,1 832 833

S0,0 S0,1 0,2 S0,3
51,0 51,1 51,2 51,3

50,0 S0,1 502 S0,3
510511512 513
$20 52,1 922 823
3,0 53,1 532 833

S0,0 S0,1 S0,2 50,3
S1,0 51,1 512 51,3

$2,0 $2,1 522 523 | MixColumns
53,0 53,1 832 533

[s0,0 50,1 502 503 |
S1,0 51,1 512 51,3

520 5211 522 523
S3,0 53,1 532 533

[S0.0 So.1 S02 503

S1,0 51,1 51,2 513

$2,0 $2,1 22 2,3 | MixColumns
$3,0 53,1 532 53

S0,0 S0,1 50,2 50,3
S1,0 51,1 512 51,3

500 801 502 503 |
S1,0 51,1 512 51,3
m=sO0 =
52,0 52,1 52,2 523
$3,0 53,1 532 33
500 S0,1 502 503 | S0,0 50,1 S0,2 50,3
n $1,0 51,1 51,2 51,3 510 51,1 512 513
s= S e o e |
$2,0 52,1 522523 | SubBytes | 520521522523 | ShiftRows
S3,0 53,1 532 533 53,0 53,1 32 533
[S00 50,1 502 503 | 50,0 50,1 502 503
® S1,0 51,1 51,2 51,3 S1,0 51,1 51,2 51,3
s = s
$20 52,1 522523 | SubBytes | 520521522523 | ShiftRows
$3,0 53,1 532 533 $30 53,1 32 533
S0,0 So,1 S0,2 50,3 50,0 S0,1 S0,2 50,3
© S1,0 51,1 51,2 51,3 $1,0 51,1 51,2 51,3
9= -
$2,052,1 522523 | SubBytes | 520521522523 | ShiftRows
$30 53,1 532 533 530 53,1 532 533
S0,0 S0,1 50,2 0,3 50,0 So,1 50,2 S0,3
0 S1,0 51,1 51,2 51,3 $1,0 51,1 51,2 51,3
s = 3
$2,0 52,1 522 523 | SubBytes | 520521522523 | ShiftRows
$3,0 83,1 532 33 530 53,1 532 533

© Daniel Page (
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Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch

> Attack [17]

520 52,1 522 523

& —|
AddRoundKey

kM

—— & ——|
AddRoundKey

)
|

—— & ——
AddRoundKey

k)
|

—— & ——
AddRoundKey

rk(10)

|

520 52,1 $22 52,3
53,0 53,1 532 533

BAKE University of

M BRISTOL

& —|
AddRoundKey

kO

500 501 802 503 |
e s® 51,0 51,1 51,2 51,3
$20 521 522 523
53,0 53,1 832 533 |
500 501 802 503 | 50,0 So,1 50,2 S0,3
= S1,0 51,1 512 51,3 51,0 51,1 51,2 513
7 520521522523 | SubBytes | 520521522523
53,0 53,1 532 533 | 530 53,1 532 533

|
ShiftRows

S0,0 S0,1 50,2 50,3
$1,0 51,1 $12 51,3
52,0 52,1 $22 $2,3 | MixColumns
53,0 53,1 532 533

898 so1 So2 So3

$1,0 51,1 51,2 51,3

50,0 So,1 502 50,3
51,0 511 51,2 513
$2,0 52,1 522 52,3
530 53,1 532 533

[0 so.1 So2 503
5l 511512513

$2,0 52,1 $22 $23 | MixColumns
53,0 531 832 533

50,0 50,1 502 S0,3
51,0 51,1 51,2 51,3

5 521 522523
|58 531 532 533

S0,0 S0,1 S0,2 50,3
S1,0 51,1 51,2 513

52,0 52,1 522 523 | MixColumns
53,0 53,1 832 533

50,0 50,1 50,2 S0,3
S1,0 51,1 512 51,3

502 503 | ' S01 502 503 |
«© $12513 51,0 51,1 512 51,3
2,0 52,1 522 523 | SubBytes | 520521522 523 | ShiftRows
| 530 83,1 832 533 | | 530 $3,1 532 533 |
[500 50,1 502 505 ] [S00 S0.1 502 503 |
0= 51,0 51,1 51,2 51,3 51,0 51,1 51,2 51,3
T [ 52052152253 | SubBytes | 520521522523 | ShiftRows
| 530 83,1 832 533 | | 530 $3,1 53,2 833 |
[500 50,1 502 505 ] [S0.0 501 502 803 ]
S0 = 51,0 51,1 51,2 51,3 S1,0 51,1 51,2 51,3
$20 52,1 522523 | SubBytes |S20521522523 | ShiftRows
| 530 83,1 832 533 | | 530 $3,1 532 833 |

© Daniel Page (
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520 52,1 522 523

S3,0 53,1 532 533

& —|
‘AddRoundKey

&0

—— § ——|
AddRoundKey

K®)
|

—— ® ——|
AddRoundKey

Yk“”
|

—— & ——|
AddRoundKey

rk(10)

|

520 52,1 22 23

$3,0 53,1 532 533

BA6E University of
M BRISTO!

& —|
AddRoundKey

S0,0 S0,1 50,2 0,3
$1,0 51,1 512 51,3

=5
520 52,1 522 52,3

53,0 53,1 532 533

S0,0 50,1 50,2 50,3
51,0 1,1 512 51,3
520 52,1 $22 52,3
530 53,1 532 533

—s@

[S0.0 S01 02 S03 ]
S1,0 51,1 51,2 51,3
$20 52,1 522 523
53,0 53,1 $32 533

[s0,0 50,1 502 503
S1,0 51,1 51,2 51,3
520 52,1 22 523

| 530 531 532

= 5010

S0,0 50,1 0,2 S0,3
51,0 51,1 $512 §
1,0 51,1 51,2 513 _ 5(“) _
520 52,1 522 52,3

$3,0 83,1 532 533

git # b282dbb9 @ 2025-09-03

S0,0 So,1 50,2 50,3
S1,0 51,1 51,2 51,3
520 52,1 522 523
$3,0 832533

o)

S0,0 So,1 50,2 0,3
$1,0 51,1 512 51,3

5 =@
520 52,1 522 523

$30 53,1 532 533

888 so1 So2 So3
S1,1512 513

il _®

B3 521 522523

|88 531 532533

50,0 50,1 502 503 |
51,0 51,1 51,2 51,3
520 52,1 522 523

| 530 83,1 532 833 |

= 510

500 S0.1 502 505 |
51,0 51,1 51,2 51,3
520 52,1 22 23

| 530 83,1 532 833 |

round 0
(initial)

round 1

round 8

round 9

round 10
(final)

round 0
(initial)

round 1

round 8

round 9

round 10
(final)

Notes:

Notes:




Part 2.1: in practice (9)
Attacks: 7~ =~ AES, A = clock glitch

> Attack [17]

S0,0 S0,1 50,2 50,3
S1,0 51,1 512 51,3

©
« 500 501 502 $03

! 510 51,1 512 513

520 521 522 523
$3,0 53,1 532 33

S0,0 S0,1 50,2 50,3

$1,0 51,1 51,2 51,3
S0 =

$2,0 521 22 $23

530 53,1 832 833

s® =

SubBytes

S0,0 50,1 S0,2 50,3
510 51,1 512 513
520 52,1 522 52,3
30 53,1 532 S33

(B84 so0.1 02 S03

S10 51,1 512 513

2,0 5211 522 523
53,0 531 832 533

SubBytes

888 s0.1 502 503 ]

$10 511 512 513
O =

ShiftRows

50,0 50,1 50,2 S0,3
51,0 $1,1 512 51,3
520 52,1 522 52,3
30 53,1 832 833

‘ So,1 So2 S03

S10 511 512 513

520 52,1 22 523
530 83,1 532 533

[B08 so1 s02 S0

510 51,1 512 51,3

Bl 521 522523
530 531 832 533

SubBytes

[500 S0.1 502 505]

S1,0 51,1 51,2 51,
S0 2

ShiftRows

MixColumns

50,0 S0,1 502 S0,3
510511512 513
520 52,1 522 52,3
$30 53,1 532 533

888 s0.1 502 503
B 511 512 513

$2,0 $2,1 522 523 | MixColumns

53,0 53,1 832 533

[888 o1 502 S03

510 511 512 513

B8 521 522525
530 53,1 532 533

50,0 So,1 50,2 S0,3
$1,0 51,1 51,2 51,3

520 521 522 523
$3,0 83,1 532 33

SubBytes

© Daniel Page (
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ShiftRows

84 521 522525
L8 551 532 533

564 50,1 0 505
LB B

MixColumns

520 521 B8 525

$3,0 83,1 532 53

S0,0 S0,1 50,2 50,3
S1,0 S1,1 51,2 $1.3

520 521 22 523

530 53,1 532 533

Part 2.1: in practice (9)
Attacks: 7~ ~ AES, A = clock glitch

> Attack [17]

50,0 S0,1 50,2 50,3
S10 511 812 513

ShiftRows

50 521 B 525
| 56 551 B 553

& — =50
AddRoundKey [ 52,0 52,1 522 523

53,0 53,1 532 533

(1)
’kl 500 501 502 503
51,0 1,1 512 51,3

—— & —| e
AddRoundKey | 52,0 52,1 522 523
53,0 53,1 532 53,3
) ) .
’kl (B0 so.1 502 S03
S1,1512 513
oo |,

—— O ——] =
AddRoundKey | 520 521 522 523

LB 531 532 533

SO ET T
il 511 il 515 _ 10

——> & ——|
AddRoundKey | 53 52,1 538 523

_. 531 . 833 |

S0,0 So,1 50,2 50,3
1 S1,0 51,1 51,2 51,3

K10

520 521 522 523
53,0 53,1 532 533

EIK University of
u

M BRISTOL

B —>|
AddRoundKey | 52,0 $2,1 $22 523

$3,0 83,1 532 533

git #b282dbb9 @ 2025-0

0
o S0,0 So,1 50,2 50,3

$1,0 1,1 512 $1,3

520 521 522523
53,0 53,1 832 533 |

S00 So1 S02 S03

$10 511 812 513
S0 =

520 521 522 523

53,0 53,1 532 533 |

So2 S03

1512 513

>
SubBytes

50,0 So,1 50,2 S0,3
$1,0 51,1 512 513
520 52,1 522 52,3
530 53,1 532 533

' S0,1 50,2 503

51,0 51,1 512 51,3

$® =
20 52,1 522 523

530 531 832 533

808 s01 502 505

S10 511 512 513

SubBytes

————|
ShiftRows

S0,0 S0,1 50,2 50,3
$1,0 51,1 $12 51,3
520 52,1 522 523
53,0 53,1 532 533

MixColumns

‘ So,1 S02 S03

510 511512513

520 521 22 523
530 83,1 532 533

808 0.1 502 505

510 51,1 512 513

© =
Bl 521 522523

53,0 53,1 532 533

(508 501 0 S04 |

SubBytes

ShiftRows

50,0 So,1 502 50,3
51,0 511 51,2 513
520 52,1 522 523
530 53,1 532 533

508 so1 502 503
5l 511512513

$2,0 52,1 $22 $23 | MixColumns

$3,0 53,1 832 33

808 s01 502 503

S10 511 512 513

Bl 21 522523
530 53,1532 533

(B 5o B 50 |
B8 511 B 513

| B
= | 53 521 B 52a
| s s

SubBytes

© Daniel Page
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ShiftRows

B 521 922 23
|86 531 532 533

504 50,1 8 505
596 511 B 513

520 21 [ 23

530 53,1 532 533

(508 5.1 50 S0 |
S1,0 . 512 .

MixColumns

520 521 588 523
5

ShiftRows

50 21 [ 525
| 554 5.1 B 55

& — =5
AddRoundKey | 2,0 52,1 52,2 52,3

530 83,1 532 533
(1)
& 500 501 502 03
510 511 812 513
& ——
AddRoundKey | 52,0 S2,1 522 523

$30 53,1 532 533

e

*E 888 so1 S02 S0
| Bl s11 512513

—— & ——
AddRoundKey . $2,1 522523

. $3,1 532533

rkl“” ' So0,1 . 30,3_
6 511 [l 514 = &(10)

@
AddRoundKey | 530 521 88 521

558 51 B 51

o ' So1 . 503 |
1 S10 . 512 .

=59

B 51 3 58
o

K¢ University of

[=]
M BRIST

AddRoundKey BB

L5050 52

round 0
(initial)

round 1

round 8

round 9

round 10
(final)

round 0
(initial)

round 1

round 8

round 9

round 10
(final)

Notes:

Notes:




Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch

> Attack [17]:

S0,0 S0,1 50,2 50,3
S1,0 51,1 512 51,3

k©

|

=50 =
m=s 52,0 52,1 52,2 523
$3,0 53,1 532 33
500 801 502 503 |
$1,0 51,1 51,2 51,3
s =

520 52,1 522 523

SubBytes

53,0 53,1 53,2 533

S0,0 50,1 S0,2 50,3
510 51,1 512 513
520 52,1 522 52,3
30 53,1 532 S33

(B84 so0.1 02 S03

ShiftRows

50,0 50,1 50,2 S0,3
51,0 $1,1 512 51,3
520 52,1 522 52,3
30 53,1 832 833

[0 so.1 502 503

51,0 51,1 51,2 51,3

ShiftRows

oo

MixColumns

50,0 S0,1 502 S0,3
510511512 513
$20 52,1 922 823
3,0 53,1 532 833

[0 s01 502 503
BB 511512513

52,0 52,1 522 23
$3,0 53,1 532 533

<80 s0.1 502 505 |

51,0 51,1 51,2 51,3

® S1,0 51,1 51,2 51,3
s =
20 521 522 523 | SubBytes | 20 52,1 522 523
$3,0 53,1 532 533 $30 53,1 32 533
56 s0.1 502 505] (B0 s0.1 502 503 |
© 51,0 51,1 512 513 51,0 51,1 512 51,3
0=
Bl 521 522523 | subBytes | B 521522 %23
53,0 53,1 832 833 530 53,1 532 533
(168 so 58 %05 | [ 6 o 58 505 |
5 8 8 5
e 50 511 B 510 11 8 513
530 521 38 525 | subBytes | 534 521 8 %25
550 551 [ 505 | 556 551 B 5

ShiftRows

—

61

MixColumns

03

536 521 522 523
L8 531 532 33

|S3ev53,1 532 533

890 5041 B8 505
510 il 512 BB

Applied Cryptology

Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch

> Attack [17]:
> Step #1:

ShiftRows

MixColumns

[oJ3

| 56 551 B 553

& —|
AddRoundKey

kM

|

—— & ——|
AddRoundKey

)

|

—— & ——
AddRoundKey

k)

|

—— & ——
AddRoundKey

rk(10)

|

B 521 3 525

L5 e

> consider a fault induced in the input of the 8-th round, such that

¢ = AES-128.Enc(k, m)
¢ = AES-128.Enc(k, m)

=
=

and focus on the state after ShiftRows in the 9-th round,
> formulate a set of constraints, e.g.,

028 00 =
01 ®]F28 og =
Ol@rg 00 =
03 ®]1:28 69 =

-1

S-Box™ " ( €0,0 GB]FZS rk0,0
-1 (1

S-Box™ (1,3 @]pzs rky
-1

S-Box (¢, SBFZS rkzl

_ 1
S-BOX 1( 31 ea]ng rké

(10)

0)
f)
( g) )
0)
1)

& —|
AddRoundKey

fault induced
no fault induced

69]1:28
SF 58
G)]pzs
éB]FZS

S—Box_l( €0,0 63]1:28 7k

S—Box_l( 022 63]1:‘28 7k,

S0,0 S0,1 50,2 0,3
$1,0 51,1 512 51,3
520 52,1 522 52,3
53,0 53,1 532 533

S0,0 50,1 50,2 50,3
51,0 1,1 512 51,3
520 52,1 $22 52,3
530 53,1 532 533

‘ S01 502 S03 |
Bl 511512513
Bl 521 522923

LB38 531 532 833

‘ So1 . 504 |
B 511 B 515
524 521 B 25

| 556 551 B 555 |

(B0 501 508 505 |
510 il 512 BB
B 520 38 525

)

—s@

o)

= 5010

= 5D

L5 B 552 R |

git # b282dbb9 @ 202

1= 1
S-Box 1( C1,3 @]pzs rkg

1, - 1
S-BOX 1( 3,1 ea]ng rkg

(10)
0,0
0) )

3

(10)
2,2
0) )

1

a

round 0
(initial)

round 1

round 8

round 9

round 10
(final)

> noting that each group involves 32 bits of 7k{1?), these constraints yield a set of initial hypotheses for
k(0.

Notes:

Notes:




Part 2.1: in practice (9)
Attacks: 7~ = AES, A = clock glitch
> Attack [17]:
> Step #1:
> consider a fault induced in the input of the 8-th round, such that

¢ = AES-128.Enc(k,m) & fault induced
¢ = AES-128.Enc(k,m) <«  no fault induced

and focus on the state after ShiftRows in the 9-th round,
> formulate a set of constraints, e.g.,

03 ®]F28 01 = S—Box’l( o1 GBIFZ k(lo) ) €B]p28 S—Box’l( o1 GB]FZ k(lo) )
02 ®]F28 61 = S—BOX_l( 1,0 EB]FZ k(m) ) 69]1:28 S—BOX_l( 1,0 @Fzg k(m) )
01 ®1p28 51 = S-sox 3 @Fzg rk ) @]Fzs S-ox~1( 023 @1{:28 rk )
01®rg 51 = Smox (32 @rg rk(m) ) @, Swox (T @y rk(m) )

> noting that each group involves 32 bits of 7k{1?), these constraints yield a set of initial hypotheses for
7k(10),

© Daniel Pag
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Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch
> Attack [17]:
> Step #1:
> consider a fault induced in the input of the 8-th round, such that

¢ = AES-128.Enc(k,m) < fault induced
¢ = AES-128.Enc(k,m) &  no fault induced

and focus on the state after ShiftRows in the 9-th round,
> formulate a set of constraints, e.g.,

01 ®]F28 Sy = S-ox 0,2 GB]FZ k(m) ) 6911:28 S-Box~I( Co,2 63]1:2 k(lo) )
03 ®]F28 0y = S—BOX_l( 1,1 @]pz k(lo) ) 69]}:28 S—BOX_l( 1,1 EB]FZ k(lo) )
02 ®F28 Sy = S-ox 2,0 GB]FZ k(lo) ) EB]FZB S-Box”1( 02,0 GB]F k(lo) )
01 ®]p28 0y = S—BOX_l( 3,3 eapz rk(m) ) GB]FZS S-BOX 1( 3,3 OF 8 rk(m) )

> noting that each group involves 32 bits of 7k{1?), these constraints yield a set of initial hypotheses for
rk(10),

Notes:

Notes:




Part 2.1: in practice (9)
Attacks: 7~ = AES, A = clock glitch
> Attack [17]:
> Step #1:
> consider a fault induced in the input of the 8-th round, such that

¢ = AES-128.Enc(k,m) & fault induced
¢ = AES-128.Enc(k,m) <«  no fault induced

and focus on the state after ShiftRows in the 9-th round,
> formulate a set of constraints, e.g.,

01 ®]F28 03 = S—Boxfl( 0,3 €BF2 k(w) ) EB]FZS S—Boxfl( €0,3 GB]FZ k(lo) )
01 ®]F28 03 = S—BOX_l( 1,2 EB]FZ k(lo) ) GB]FZS S—BOX_l( 1,2 GB]FZ k(m) )
03 ®1F28 03 = S—BOXfl( 21 @Fzs Tk ) Q)]FZS S—BOXfl( 021 @Fzs rk )
02 ®]F28 55 = S-sox ( 3,0 Or 8 rk(m) ) 63]1:28 S-ox~I( 3,0 GB]FZ rk(m) )

> noting that each group involves 32 bits of 7k{1?), these constraints yield a set of initial hypotheses for
(10,

© Daniel Pag
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Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch
> Attack [17]:
> Step #1:
> consider a fault induced in the input of the 8-th round, such that

¢ = AES-128.Enc(k,m) < fault induced
¢ = AES-128.Enc(k,m) &  no fault induced

and focus on the state after ShiftRows in the 9-th round,
> formulate a set of constraints, e.g.,

01 ®]F28 8535 = S-sox 0,3 GB]FZ k(m) ) 6911:28 S-ox~I( Co,3 69]1:2 k(lo) )
01 ®]F28 03 = S—BOX_l( 12 @]FZ k(lo) ) GB]F28 S-BOX_l( C12 €B]F2 k(lo) )
03 ®F28 535 = S-sox 02,1 GB]FZ k(lo) ) EB]FZB S-ox”1( 21 GB]F k(lo) )
02 ®]p28 83 = SBox 3,0 eapz rk(m) ) GB]FZS S-Box~(C 3,0 OF 8 rk(m) )

> noting that each group involves 32 bits of 7k{1?), these constraints yield a set of initial hypotheses for
k(10
> Step #2: either
1. repeat step #1: successive faults, and so constraints, act to reduce the set of initial hypotheses,

2. perform brute-force search of ~ 232 initial hypotheses,
3

. perform brute-force search of ~ 28 filtered hypotheses, produced by considering the relationship between
1k and k19 that stems from the key schedule.

Notes:

Notes:




Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within
xtime(x) = x B X

is observable via A.

> Idea: hiding, e.g., via
1. original (i.e., no countermeasure):

1 uint8_t aes_gf28_mulx( uint8_t x ) {
2 if( ( x & 0x80 ) == 0x80 ) {
3 return 0x1B * ( x << 1 );

. 4
thme(x) = 5 else {
6 return (x << 1);
7
8

© Daniel Page
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Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time
> Problem: data-dependent computation within
xtime(x) = x O X

is observable via A.

> Idea: hiding, e.g., via
1. original (i.e., no countermeasure):

1 uint8_t aes_gf28_mulx( uint8_t x ) {
2 uint8_t c;
3
4 c=x>7;
5 X = X << 1;
. 6

xtime(x) 7 ifCc) {
8 X = x A 0x1B;
9}
10
11 return x;
12}

Notes:

Notes:




Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within
xtime(x) = x B X

is observable via A.

> Idea: hiding, e.g., via
1. balanced (via dummy XOR):

1 uint8_t aes_gf28_mulx( uint8_t x ) {

2 uint8_t c;

3

4 c=x > 7;

5 X = X << 1;

6

7 ifCc) {
xtime(x) 8 X = x A 0x1B;

9 1

10 else {

11 X = x * 0x00;

12 3

13

14 return x;

15}

although this assumes no, e.g., compiler-based strength reduction.

© Daniel Page
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Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within
xtime(x) = x O X

is observable via A.

> Idea: hiding, e.g., via
2. straight-line (via multiplexer):

1 uint8_t aes_gf28 _mulx( uint8_t x ) {
2 uint8_t c, t_0, t_1;
3
4 c=x>7;
5 X = x << 1;
6
xtime(x) — 7 t_0 = x A 0x00;
8 t_1 = x * 0x1B;
9

10 x=(C-c& (Ct®rt1))rt0;
11

12 return x;

13 3}

Notes:

Notes:




Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within
xtime(x) = x B X

is observable via A.

> Idea: hiding, e.g., via
3. straight-line (via multiplexer):

uint8_t aes_gf28_mulx( uint8_t x ) {

1
2 uint8_t c;
3
4 c=3x > 7;
. 5 X = X << 13
xtime(x) P
7 x =x A (c* 0x1B );
8
9 return x;
10}

although this assumes data-oblivious, i.e., constant-latency, multiplication.

© Daniel Page
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Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within
xtime(x) = x O X

is observable via A.

> Idea: hiding, e.g., via
4. straight-line (via look-up):

1 uint8_t aes_gf28 _mulx( uint8_t x ) {
2 uint8_t ¢, T[ 2 1;
3
4 c =X > 7;
5 X = X << 1;
6
xtime(x) — 7 TL O 1 =x + 0x00;
8 T[ ] = x * 0x1B;
9

10 x=T[ c1;
11

12 return x;
13 3}

although this assumes data-oblivious, i.e., constant-latency, memory access.

Notes:

Notes:




Part 2.2: in practice (2)

Countermeasures: 7 ~ AES, A = power consumption

> Problem: data-dependent computation within
SubBytes(s")

is observable via A.

> Idea: hiding, e.g., via
1. original (i.e., no countermeasure):

1 void aes_enc_rnd_sub( uint8_t* s ) {

2  for( int i = 0; i < 16; i++ ) {
SubBytes(s(')) o 3 s[ i ] = aes_enc_sbox( s[ i ] );

4}

5%

© Daniel Page
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Part 2.2: in practice (2)

Countermeasures: 7 =~ AES, A = power consumption

> Problem: data-dependent computation within
SubBytes(s")

is observable via A.

> Idea: hiding, e.g., via
2. temporal padding = random delay:

void aes_enc_rnd_sub( uint8_t* s ) {
delay( prng() J;

SubBytes(s))

[SI TSN I

for( int i = 0; i < 16; i++ ) {
s[ i ] = aes_enc_sbox( s[ i ] );

}

N o

}

Notes:

Notes:




Part 2.2: in practice (2)

Countermeasures: 7 ~ AES, A = power consumption

> Problem: data-dependent computation within
SubBytes(s")

is observable via A.

> Idea: hiding, e.g., via
3. temporal reordering = random start index:

void aes_enc_rnd_sub( uint8_t* s ) {
int r = prngQ;

for( int i = 0; i < 16; i++ ) {

1
2
3
4
5 int j = (i+1r) % 16;

SubBytes(s?))

[SNCN

7 s[ j 1 = aes_enc_sbox( s[ j 1 );
}
&)}

© Daniel Page
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Part 2.2: in practice (2)

Countermeasures: 7 =~ AES, A = power consumption

> Problem: data-dependent computation within
SubBytes(s")

is observable via A.

> Idea: hiding, e.g., via
4. temporal reordering = random permutation = lower-quality, lower-overhead:

void aes_enc_rnd_sub( uint8_t* s ) {
int r = prngQ;

for( int i = 0; i < 16; i++ ) {

1
2
3
4
5 int j = (i A r ) % 16;

SubBytes(s))

s[ j 1 = aes_enc_sbox( s[ j ] );

(RN

Notes:

Notes:




Part 2.2: in practice (2)

Countermeasures: 7 =~ AES, A = power consumption
. . . Notes:
> Problem: data-dependent computation within
(r)
SubBytes(s\")
is observable via A.
> Idea: hiding, e.g., via
5. temporal reordering = random permutation = higher-quality, higher-overhead:
1 void aes_enc_rnd_sub( uint8_t* s ) {
2 int T[ 16 1;
3
4 for( int i = 15; 1 >= 0; i-- ) {
5 TLi]=1;
6 3
7
8 for( int i = 15; 1 >= 1; i-- ) {
9 int j = prngO) % (i + 1);
10
SubBytes(s)) 11 uints_t t =T 3
12 TL§1=T11;
13 TLil=t ;
uo3y
15
16 for( int i = 0; i < 16; i++ ) {
17 int j = T[ i 13
18
19 s[ j 1 = aes_enc_sbox( s[ j ] );
20
21}
© Daniel Page (
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Part 2.2: in practice (3)
Countermeasures: 7 =~ AES, A = power consumption
Notes:

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.

> Idea: (e.g., Boolean) masking.
> use a randomised, redundant representation

x = &= (0] x(1],...,x(d]),
i.e., as d + 1 statistically independent shares, such that

i<d

x= @ 2],
i=0

r=f(x)

> computation of some functionality

can be described as three high-level steps:

1. xis masked to yield %,

2. an alternative but compatible functionality 7 = f (%) is executed, then
3. #is unmasked to yield 7.




Part 2.2: in practice (4)

Countermeasures: 7 ~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, 11)

is observable via A.

> Idea [10, Section 3.1] (or see [2, Chapter 9]):
> Step #1:

1. generate random input (uo, 1, p2, 13, and p14) and output (v4) masks,
2. pre-compute output masks

v to
Y1 | = MixColumn t ,
V2 u2
V3 us

3. pre-compute a masked S-box, i.e., S-Box, (x ® j14) = S-Box(x) ® V.

© Daniel Page
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Part 2.2: in practice (4)

Countermeasures: 7 =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

el
50,0 S0,1 502 50,3 T S0,0 S0,1 S02 50,3~| [50,0 S01 S02 50,3~| ro,o 50,1 502 50,3~| ro,u S0.1 502 50,3~| 50,0 50,1 50,2 503

10511512 513 10511512 513 10511812 513 10511 812 513 10511 512 513 510 511 512 513

50 = & —— . . - i .
52,0 52,1 522 523 | AddRoundKey | 520 52,1 522 523 | SubBytes | 520521522523 | ShiftRows | 520 52,1 522 523 Remask 52,0 52,1 22 523 | MixColumns | 52,0 52,1 52,2 52,3
$3,0 53,1 832 53,3 $3,0 53,1 $32 53,3 53,0 53,1 532 53,3

=50+

$3,0 $3,1 832 53,3 $3,0 53,1 832 533 $3,0 53,1 832 53,3

Notes:

Notes:




Part 2.2: in practice (4)

Countermeasures: 7 ~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, 11)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

S10 51,1 512 51,3 S10 51,1 512 51,3

—— & —|
AddRoundKey | 520 52,1 522 $23 | SubBytes | 520521522523 | ShiftRows | $20 521522 523 Remask 520 52,1 522 523
$30 93,1 532 33 $30 53,1 532 533 $30 53,1 832 533

510 511 512 513

>0 =

MixColumns | 2,0 521 $22 523
$30 53,1 532 533

$3,0 93,1 532 533

530 93,1 532 33

such that sgrj) is masked with v;.

© Daniel Page (

git # b282dbb9 @ 2025-09-03

Part 2.2: in practice (4)

Countermeasures: 7 =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

0
* S0,0 S0,1 502 50,3 S0,0 S0,1 50,2 50,3 S0,0 S0,1 50,2 50,3 50,0 S0,1 50,2 50,3
$1,0 51,1 812 513 1 $1,0 1,1 812 51,3 $1,0 51,1 81,2 51,3 $1,0 51,1 81,2 51,3 510 51,1 512 51,3
>0 = —— & —| - -
AddRoundKey SubBytes | S20521522523 | ShiftRows | 520521522523 | Remask | 520521522523 | MixColumns | 52,0 52,1 522 523
83,0 53,1 832 533 $3,0 53,1 $32 53,3 $3,0 53,1 532 53,3 53,0 53,1 832 53,3 53,0 53,1 532 53,3

such that sgrj) is masked with 14 due to alteration of key schedule (and thus 7k")).

X0
’ll 50,0 50,1 502 S0,3 50,0 S0,1 502 S0,3 50,0 S0,1 502 S0,3 50,0 S0,1 502 S0,3 500 S0,1 502 S0,3
$10 51,1 512 51,3 $10 51,1 512 51,3 $10 511 512 51,3 (r+1)
=5

=50+

Notes:

Notes:




Part 2.2: in practice (4)

Countermeasures: 7 =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, 11)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

el
’ll 50,0 S0,1 502 S0,3 50,0 S0,1 502 S0,3 50,0 S0,1 502 S0,3 500 S0,1 502 S0,3
510 51,1 512 513 510 51,1 512 513 $10 51,1 512 51,3 $10 51,1 512 51,3 $10 511 512 51,3
- —— & —| . - 3 = 5+
‘AddRoundKey SubBytes | 520 521522 523 | ShiftRows | 520521522523 Remask 52,0 52,1 22 523 | MixColumns | 52,0 52,1 522 52,3
530 93,1 532 33 $30 53,1 532 533 $30 53,1 532 533 $30 53,1 832 533 $30 53,1 532 533

S-B0X,, (x ® (1) = S-BOX(X) ® 4

such that sgrj) is masked with v4 due to alteration of S-sox (i.e., use of S-Box,, ).

© Daniel Page BIKE University of
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Part 2.2: in practice (4)

Countermeasures: 7~ ~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

0
T 50,0 S0,1 502 50,3 50,0 S0,1 5022 50,3 S0,0 S0,1 50,2 50,3 50,0 S0,1 50,2 50,3
51,0 S11 51,2 $1.3 | $1,0 $11 512 $1.3 $1,0 $11 512 $1.3 $10 811 812 $13 $10 51,1 812 51,3
>0 = o —| L 5 - -
AddRoundKey SubBytes | 520521522523 | ShiftRows | 520521522523 | Remask | 520521522523 | MixColumns | 52,0 52,1 522 523
83,0 53,1 832 533 $3,0 53,1 832 533 $3,0 53,1 832 533 53,0 53,1 832 53,3 53,0 53,1 532 53,3

S-B0X,,,(x ® 13) = S-BOX(X) @ v

such that sgrj) is (still) masked with v4.

=50+

Notes:

Notes:




Part 2.2: in practice (4)

Countermeasures: 7 =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, 11)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

el
’l‘l 500 501 502 503 500 501 S0.2 503 500 501 S0.2 503 500 501 50,2 503
510 51,1 512 513 510 51,1 512 513 510 51,1 512 51,3 51,0 511 512 51,3 $10 511 512 51,3
>0 = —— & —| . - 3 = 5+
‘AddRoundKey SubBytes | 520 52,1 522 523 | ShiftRows | 520521 522 523 Remask 520521 522 523 | MixColumns | 52,0 52,1 52,2 52,3
530 93,1 532 33 $30 53,1 532 533 $30 53,1 532 533 $30 831 832 833 $30 53,1 532 533

S-B0X,, (x ® (1) = S-BOX(X) ® 4

such that sgrj) is masked with y; due to addition of Remask.
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Part 2.2: in practice (4)

Countermeasures: 7~ ~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

0
T 500 501 S02 503 500 501 S02 503 500 501 S02 503
810 51,1 812 13 1 51,0 51,1 512 $13 51,0 51,1 512 513 510 51,1 51,2 513 $10 51,1 812 51,3
50 = & —] [ ) _ _ )
AddRoundKey SubBytes | 520521522523 | ShiftRows | 52052152253 | Remask | 520521 522 93 | MixColumns
83,0 53,1 832 533 $30 53,1 $32 53,3 $30 53,1 532 53,3 $3,0 53,1 532 533 $30 53,1 $32 533

S-B0X,,,(x ® 13) = S-BOX(X) @ v

such that sgrj) is masked with v; due to alteration of MixColumns: this makes iteration possible.

Notes:

Notes:




Part 2.2: in practice (5)
Countermeasures: 7 =~ AES, A = laser pulse
. Notes:
> Problem: A can be used to influence, e.g., corrupt s\,
> Idea: prevent physical access to device via a mesh (or shield).
i.e., a top-layer of metal which can be classed as
1. passive (or analogue), or
2. active (or digital).
https://www.flylogic.net/blog/?p=86
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Part 2.2: in practice (5)
Notes:

Countermeasures: 7 =~ AES, A = laser pulse
> Problem: A can be used to influence, e.g., corrupt s,
> Idea: prevent physical access to device via a mesh (or shield).

i.e., a top-layer of metal which can be classed as

1. passive (or analogue), or
2. active (or digital).

https://www.flylogic.net/blog/?p=86
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Part 2.2: in practice (6)

Countermeasures: 7 =~ AES, A = laser pulse
> Problem: A can be used to influence, e.g., corrupt s().
> Idea [5]:

> forx € Fys, let

denote the (even) parity bit for x,
> let

-] "0 L1 C12 %13

be the parity matrix associated with s("), such that

égr]) = Par ( sl(.,r].) )

and similarly for each round key 7k"").

© Daniel Page (
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Part 2.2: in practice (6)

Countermeasures: 7 =~ AES, A = laser pulse
> Problem: A can be used to influence, e.g., corrupt s,
> Idea [5]:

> we can predict and check parity matrix per

s NG

S/(r) error él(r)

atsay a

1. round function,
2. round, or
3. encryption/decryption

granularity: we just need a PARf for eachf ...

git # b282dbb9 @ 2025-09-03

Notes:

Notes:




Part 2.2: in practice (6)

Countermeasures: 7 =~ AES, A = laser pulse

> Problem: A can be used to influence, e.g., corrupt s().

> Idea [5]:
> for x,y € F,s, note that we have
Par(x Dr g y) = Par(x) ® Par(y)
Par(01 ®r g x) = Par(x)
Par(02 ®r g x) = MSB(x) ® Par(x)

MSB(x)

Par(03 ®r g X)

© Daniel Page (
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Part 2.2: in practice (6)

Countermeasures: 7 =~ AES, A = laser pulse
> Problem: A can be used to influence, e.g., corrupt s,
> Idea [5]:

> putting everything together, we construct and use

PARKEY—ADDITION Compute V(r) ® Tk
PARg, oo :  rotate each row of § V(r)
PARg - b compute Par (S Box(s(r)))
(r)
PARMIX—COLUMNS apply PARMIX—COLUMN to each column of 3 s
where
sv’g) é(()”) (MSB ( (r)) V(")) ® MSB ( (T)) v(r) v(r;
s gr; . §§r§ ) @ (MSB (1) @3) & MSB (s (')) 0
. | = Pary,. A =
S’g,ﬁ Mo | 9 s @3 @ (MSB (s))) @37)) @ MsB (s)))

s g'f sgé MSB ( (r)) v<r> Lo g(r) (MSB ( (r)) ® é(r))

© Daniel Page (

Notes:

Notes:




Part 2.2: in practice (7)

Countermeasures: 7 ~ RSA, A = execution time
> Problem: data-dependent (conditional) subtraction, i.e.,if r > N thenr < r— N .

> Solution [18, 19, 8, 9]:
> Montgomery multiplication demands input operands in the range

0<x<N,
> using a redundant representation, we can relax this to
0<%<N-e€

and thereby avoid the conditional subtraction,
> doing so requires changing the selection of

p= k> N- &2,
with € = 2 enough to do the trick.

© Daniel Page ( BIk¢ University of
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Part 2.2: in practice (8)

Countermeasures: 7~ ~ RSA, A = power consumption
> Problem: data-dependent sequence of 11 < m? (mod N) and 1 < m-c (mod N).

> Solution:
> blind, i.e., randomise, the exponent [13, Section 10]:

1. select random m € Z and compute
d' =d+m-®(N),

2. compute
A= A ON) (mod N)
= . moW) (mod N)
= ()P (mod N)
= .1 (mod N)
= A (mod N)
and/or

> blind, i.e., randomise, the base [13, Section 10]:
1. select random m, m’ € Z;\] st.

— =m" (mod N),
m
2. compute
m - ((m-o)y = m-m?-c (mod N)
= w4 . (mod N)

= A (mod N)

Notes:

Notes:




Part 2.2: in practice (9)

Countermeasures: 7 =~ RSA, A = laser pulse

> Problem: A can be used to influence, e.g., corrupt

op = m?mod =1 (mod p)
or
og = md mod g-1 (mod q)
i.e., “small” exponentiations during CRT.
> Solution [21]:
1. selectarandomr € Z,
2. compute the exponentiation step of the CRT as
o = md mod (1) (mod p - )
o = i mod ®(g-r) (mod q- r)

3. if
op 0y (modr)

then abort,
4. otherwise apply the recombination step to

op (mod p)
o; (mod q)

© Daniel Pag
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Conclusions

> Take away points:
»> For &, this is fun!

> can ignore the rules (cf. do whatever possible, versus what is modelled),
> less and less “low hanging fruit”, but still lots of opportunity,

> more and more applicability at scale,
»

» For 7, this can be really difficult!

> implications go beyond technical, into, e.g., reputational,

many general principles apply, but often specific details matter,

need to consider multiple layers of abstraction,

satisfactory trade-offs (e.g., efficiency versus security) are challenging,
raise problematic questions re. development practice, supply-chain, etc.

>
>
>
>
> .
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Notes:
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the IEEE 100.11 (2012), pp. 3056-3076.
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> B. Yuce, P. Schaumont, and M. Witteman. “Fault Attacks on Secure Embedded Software: Threats, Design, and Evaluation”. In:
Journal of Hardware and Systems Security 2.2 (2018), pp. 111-130.
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