COMS30048 lecture: week #17

> Agenda: explore implementation attacks via
1. an “in theory”, i.e., concept-oriented perspective,

1.1 explanation,
1.2 justification,
1.3 formalisation.

and
2. an “in practice”, i.e., example-oriented perspective,

2.1 attacks,
2.2 countermeasures.

» Caveat!

~2hours = introductory, and (very) selective (versus definitive) coverage.

Applied Cryptolc
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Part 2.1: in practice (1)

Attacks: 7 =~ RSA, A = power consumption

> Scenario:
> given the following interaction between an attacker & and a target 7~

1 algorithm RSA.Dic((N, d), ¢) begin
2 | Pre-compute IT= (N, p, @) from N
5 | & MontMu(I,¢, p? mod N)

4 | e MontMuw(IT, ¢, p* mod N)

s | fori=|d-2downto0do
B
7
s

c
P -7 e m = RSA.Dec((N, d), c) # < MonTSQr(IT, 7)

- =c! (mod N) if d; = 1 then

m D | % MontMuL(IL &)
S - 9 end

e 10 | end
A power consumption n d"e'“m MontMuL(IT, 7,1)
12 en

> and noting that

> there are no countermeasures implemented,
> a dedicated Montgomery squaring implementation, i.e.,

MontSar(IT, #) = # x # x pt  (mod N),

is used, such that although

MontSor(T1, ) = Mont™MuL(IT, 7, 7),

the former is more efficient than the latter,
> the Montgomery squaring and Montgomery multiplication implementations are FIOS-based [12],

> how can & mount a successful attack, i.e., recover d ?
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Part 2.1: in practice (2)

Attacks: 7 =~ RSA, A = power consumption

> Example: ARM Cortex-M3, |N| = 1024.
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Part 2.1: in practice (2)

Attacks: 7 =~ RSA, A = power consumption

> Attack [14]:
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Part 2.1: in practice (2)

Attacks: 7 =~ RSA, A = power consumption

> Attack [14]:
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Part 2.1: in practice (3)

Attacks: 7~ = AES, A = power consumption

»> Scenario:

> given the following interaction between an attacker & and a target 7~

) ¢ = AES-128.Enc(k, m) AAAAAAS

A | power consumption

> and noting that

1
2
3
4
s
6
7
s
9

algorithm AES-128.Exc(k, m) begin
sem
s « AddRoundKey(s, k = rk®)
forr = 1 upto 9 step +1 do
k « EvolveRoundKey(k, rc))
s « SubBytes(s)
s < ShiftRows(s)
s« MixColumns(s)
s « AddRoundKey(s, k = rk))
end
k « EvolveRoundKey(k, rc1V)
s < SubBytes(s)
5 « ShiftRows(s)
s « AddRoundKey(s, k = rk(19)
ces
return ¢
end

> there are no countermeasures implemented,
> in the first round, the implementation computes

S-sox(m; @ ky)
for 0 < t < 16: we can target this operation, and so recover each t-th byte independently,
> power consumption can be modelled by Hamming weight, i.e.,
HW(S-Box(m; @ ki)

models the power consumption of the target operation (or result of it),
> how can & mount a successful attack, i.e., recover k ?
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Exc(k, My)
o AAANANANAAARA~ Roo Roa e Ry
AES-128.Exc(k, M;)
i AAAAANAAAAARNAS Ri0 Rin Rii-1
AES-128.Enc(k, M,,_1)
M1 ANAANANANANANNANANNANS Ru-10  Ru1n s Ry
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Enc(k, My)
lo AAANANANAAARA~ Roo Rox
AES-128.Exc(k, M
'\/\/\/\/\/\/\/\/s/\/\/ll/\» Rio Ri1

AES-128.Enc(k, M,,_1)
RVAVAVVAV VAV W VAVAVAV .Vl B Y S

My

Ro,-1

Ri-1

R-1,1-1

some ] indexes leakage from the target operation
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Enc(k, My)
o '\/\/\/\/\/\/\/\/\/\/\9\/\/» Roo Rox Ro1-1

AES-128.Exc(k, M

M '\/\/\/\/\/\/\/\/s/\/\/ll/\» Rio Ri1 Ri-1
AES-128.Enc(k, M,

My '\/\/\/\/\/\/\'j\ﬁ\/\/\/\l}\fn Ru-10  Ru1n s Ry
HW(S-sox(Mo, ® kr))

My '\/\/\/\/\/\/\/\/\’/\Aﬁ\/\n Hop Hon Hou-1
HW(S-sox(My @ ky))

My AAAARAANAANAAA FHho  Hia e Hip
HW(S-oxX(M,—1, ® kr))

= ANARAARNAAAAN |9 10 Hueig 0 Hycpa

k=0 k=1 - k=h-1
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption
> Attack [7]:

AES-128.Exc(k, My)
o

AES-128.Exc(k, M
My '\/\/\/\/\/\/\/\/S/\/\/Q/\» Rio

AES-128.Enc(k, M,i—1)
Myt ANAANANANNANAANA | Ry Rucrp

HW(S-sox(Moy, ok
My '\/\/\/\(/\A/\(/\/\’/\/\ﬁ)\)/\n Hop Hon
HW(S-sox(My @ ky))

M AANANANANNANANNANANS FHho  Hia

HW(S-oxX(M,—1, ® kr))
Myt AAANNAANNAANNNS | Hycg Hiorp

Ro,-1

Ri-1

R-1,1-1

Hy-1i-1

ki=h-1

some k; = k;, i.e., is correct
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

0

My

Mo

M

My

AES-128.Exc(k, My)

AES-128.Exc(k, M;)

AES-128.Enc(k, M,-1)
ANNANANNANNNANANNANA

HW(S-sox(Mo ® k)
ANNNNNNNNNNNNA

HW(S-sox(My @ ky))
VAV AV VAV VAV VvV

HW(S-sox(M,,-1 ® k1))
AAAAAAANAANNNA >

Ru-1,0

Hoo

Hio

Hi-10

Roa

Ri-11

Hon

H

Hy-11

Ro,-1

Ri-1

R-1,1-1

analysis f——

wﬂ,h—l
Cr10  Cr-11

Hip

Hy-11-1

k=h-1

I = 28 = 256 hypothetical values for k;

Co-1

Ciia

Ch-14-1
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Exc(k, My) LA (M=) - (Re~R)

My AAAAAANANNANANA» Roo Rox Ro,i-1 8. Cij = VI (H=H)? LR =R)?
AES-128.Exc(k, M;)
My AAAAAAAAAAARAS Rio  Rin o Ry
Coo  Coa o Cop
AES-128.Enc(k, M,,_1)
Myt ANAANANANANNNNANNANA | Ruco Racin s Ry
Cio  Cia o Cua
analysis ——
HW(S-sox(Mo; @ k)
My AAANAANARAARAS | Hyg  Hon s Hop
. Cp- Ch- o Cpere
WS sox(My 0F) n-10 Ci-11 =11
M; AAANANANAANNNNANS FHho  Hia e Hip

HW(S-sox(M,,-1 ® k1))

M1 AANANNANNNNAANANNAS Hu-10 'Hu—l,l 'Hu—l,h—l
k=0 k=1 - k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Exc(k, My)

My AAAAAANNANANANA Roo Roa Rop1
AES-128.Exc(k, M
My '\/\/\/\/\/\/\/\/S/\/\/Q/\,» Rio  Rig e Ry
Coo Con e Coj-1
AES-128.Enc(k, M,,_1)
My '\/\/\/\/\/\/\/\/\/\/\/\1/\,» Ru-10  Ru-11 e Rica
Cip  Cip e Gy
analysis f——
HW(S-8ox(My,; @ ky))
Mo AAAAAANARAARA Hoo  Hop o Hopr
i Ch_ Ch s Ch-1)-
HW(S-sox(My, @) o o
M AAAAANAANANNANS | Hyy  Hipg e Hipa

HW(S-sox(M,,-1 ® k1))
Myt ANAAANAANANANNANS | Hyorg Huorg o Hycipen

k=0 k=1 - k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Exc(k, My)

My AAAAAANNANANANA Roo  Roa o Rom
AES-128.Exc(k, M
M, '\/\/\/\/\/\/\/\/S/\/\/Q/\,» Rio Rt Rij-1
Coo  Cox s Copt
AES-128.Enc(k, M,,_1)
My '\/\/\/\/\/\/\/\/\/\/\/\1/\,» Rw—l,O ﬂn-m RW-LH
Cio Ci1 e G
analysis f——
HW(S-8ox(My,; @ ky))
Mo AAAAAANARAARA Hoo  Hop o Hopr
_ Crto Ci s Chore
HW(S-sox(My, @) o o
V\ CEERVAVAVAVAVAVAVAVAVAVAVAVAVS Hip Hia Hip-1

HW(S-sox(M,,-1 ® k1))
Myt ANAAANAANANANNANS | Hyorg Huorg o Hycipen

k=0 k=1 - k=h-1

I = 28 = 256 hypothetical values for k;



mailto:csdsp@bristol.ac.uk

Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Exc(k, My)

My AAAAAANNANANANA Roo Roa Rop1
AES-128.Exc(k, M
My '\/\/\/\/\/\/\/\/S/\/\/Q/\,» Rio Riy Rij-1
Cop Co o Cos
AES-128.Enc(k, M,,_1)
My '\/\/\/\/\/\/\/\/\/\/\/\1/\,» Ru-10  Ru1n o Rua
Cio Ci1 e G
analysis f——
HW(S-8ox(My,; @ ky))
Mo AAAAAANARAARA Hoo  Hop o Hopr
) Crto Ci c Chi
HW(S-sox(My, @) o o
M AAAAANANNANANAANAS Hyo  Hin s Hipa

HW(S-sox(M,,-1 ® k1))
Myt ANAAANAANANANNANS | Hyorg Huorg o Hycipen

k=0 k=1 - k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Enc(k, M,
My '\/\/\/\/\/\/\/\/S/\/\})\)/\/» Roo Rox s Ro1-1

AES-128.Exc(k, M;)

M AANANANNANNNNANS Ri0 Ri1 Rt
Coo Cox
AES-128.Enc(k, M,-1)
Myt ANANANNANNNANNNNANA Ru-10  Ru1n s Rysqe
Cio  Cia
analysis ——
HW(S-sox(Mo, ® kr))
My '\/\/\/\/\/\/\/\/\’/\Aﬁ\/\n Hoo Ho Hopr
- Ci— Ch-
HW(S-Box(My; @ ki) h=10 - Ch-11
M AAAANANANNANNANNANS Ho  Hia c Hip

HW(S-sox(M,,-1 ® k1))
Myt ANAAANAANANANNANS | Hyorg Huorg o Hycipen

k=0 k=1 - k=h-1

I = 28 = 256 hypothetical values for k;

Cos1

Ciia

Ch-14-1
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Enc(k, M,
Mo '\/\/\/\/\/\/\/\/S/\/\})\)/\/» Roo Rox e Ro1-1

AES-128.Exc(k, M;)

My AAANAAANNANANAS Rio  Rip o Rim
Cop Co o Co-1
AES-128.Enc(k, M,,_1)
Myt ANANANNANANNNNANNNA Ri-10  Ru-11 o R
Cipo Ci1 e G
analysis f——
HW(S-8ox(My,; @ ky))
My '\/\/\/\/\/\/\/\/\’/\Aﬁ\/\n Hoo — Hop e Hop
_ Ch Ci s Chore
HW(S-Box(My; ® ky)) o o o
M AAAAANANNANANAANAS Hio  Hig s Hipa

HW(S-sox(M,,-1 ® k1))

Myt AAAANNAANNANNNS | Hycrp | Hye1a coo Hyoipa
k=0 k=1 - k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Exc(k, My)

My AAAAAANNANANANA Roo ~ Rop o Rop
AES-128.Exc(k, M;)
My AAAAANAANAARAS Rio Rt Ruj-1
Cop Co o Co-1
AES-128.Enc(k, M,,_1)
Myt ANAANAAANNANAAANS | Rycrg Rucg 0 Ruciia
Cio | Cia e G
analysis f——
HW(S-8ox(My,; @ ky))
My '\/\/\/\/\/\/\/\/\’/\Aﬁ\/\n Hoo — Hop e Hop
_ Cirro  Ch c Chi
HW(S-Box(My; ® ky)) o o o
M AAAAANANNANANAANAS Hio  Hig s Hipa

HW(S-sox(M,,-1 ® k1))

Myt AAAANNAANNANNNS | Hycrp | Hye1a coo Hyoipa
k=0 k=1 - k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Enc(k, My)
Mo '\/\/\/\/\/\/\/\/\/\/\9\/\/» Roo Rox e Ro1-1

AES-128.Exc(k, M;)

My AAANAAANNANANAS Rio R o Rim
Cop Co o Co-1
AES-128.Enc(k, M,,_1)
Myt ANSAANAANNAAANA | Ry Rucin oo Rucpia
Cio Ci1 e Cia
analysis f——
HW(S-8ox(My,; @ ky))
My '\/\/\/\/\/\/\/\/\’/\Aﬁ\/\n Hoo — Hop e Hop
_ Crto Ci c Chi
HW(S-Box(My; ® ky)) o o o
M AAAAANANNANANAANAS Hio  Hig s Hipa

HW(S-sox(M,,-1 ® k1))

Myt AAAANNAANNANNNS | Hycrp | Hye1a coo Hyoipa
k=0 k=1 - k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Exc(k, My)

My AAANNANAANNNNANA Roo Rox Roj-1
AES-128.Exc(k, M;)
My AAAAANANAARARAS Ri0 R Rij1
Cop Co o Co-1
AES-128.Enc(k, M,,_1)
Myt ANSAANAANNAAANAA | Ry Rucip o Rumiga
Cip Cin o Cr1
analysis f——
HW(S-8ox(My,; @ ky))
Mo AAAAAAAARAARA~ Hoo  Hoa v Hopa
_ Crto Ci c Chi
HW(S-Box(My; ® ky)) o o o
M AAAAANANNANANAANAS Hio  Hig s Hipa

HW(S-sox(M,,-1 ® k1))

Myt AAAANNAANNANNNS | Hycrp | Hye1a coo Hyoipa
k=0 k=1 - k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

0

My

Mo

M

My

AES-128.Exc(k, My)

AES-128.Exc(k, M;)

AES-128.Enc(k, M,-1)
ANNANANNANNNANANNANA

HW(S-sox(Mo ® k)
ANNNNNNNNNNNNA

HW(S-sox(My @ ky))
VAV AV VAV VAV VvV

HW(S-sox(M,,-1 ® k1))
AAAAAAANAANNNA >

Ru-10

Hoo

Hio

Hi-10

Roa

Ri-11

Hon

H

Hy-11

Ro,-1

Ri-1

R-1,1-1

analysis f——

wﬂ,h—l
Cr10  Cr-11

Hip

Hy-11-1

k=h-1

I = 28 = 256 hypothetical values for k;

Co-1

Ciia

Ch-14-1
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

0

My

Mo

M

My

AES-128.Exc(k, My)

AES-128.Exc(k, M;)

AES-128.Enc(k, M,-1)
ANNANANNANNNANANNANA

HW(S-sox(Mo ® k)
ANNNNNNNNNNNNA

HW(S-sox(My @ ky))
VAV AV VAV VAV VvV

HW(S-sox(M,,-1 ® k1))
AAAAAAANAANNNA >

Ru-1,0

Hoo

Hio

Hi-10

Roa

Ru-11

Hon

H

Hy-11

Ro,-1

Ri-1

R-1,1-1

analysis f——

wﬂ,h—l
Cr10  Cr-11

Hip

Hy-11-1

k=h-1

I = 28 = 256 hypothetical values for k;

Co-1

Ciia

Ch-14-1
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

0

My

Mo

M

My

AES-128.Exc(k, My)

AES-128.Exc(k, M;)

AES-128.Enc(k, M,-1)
ANNANANNANNNANANNANA

HW(S-sox(Mo ® k)
ANNNNNNNNNNNNA

HW(S-sox(My @ ky))
VAV AV VAV VAV VvV

HW(S-sox(M,,-1 ® k1))
AAAAAAANAANNNA >

Ru-1,0

Hoo

Hio

Hi-10

Roa

Ri-11

Hon

H

Hy-11

Ro,-1

Ri-1

R-1,1-1

analysis f——

wﬂ,h—l
Cr10  Cr-11

Hip

Hy-11-1

k=h-1

I = 28 = 256 hypothetical values for k;

Co-1

Ciia

Ch-14-1
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

0

My

Mo

M

My

AES-128.Exc(k, My)

AES-128.Exc(k, M;)

AES-128.Enc(k, M,-1)
ANNANANNANNNANANNANA

HW(S-sox(Mo ® k)
ANNNNNNNNNNNNA

HW(S-sox(My @ ky))
VAV AV VAV VAV VvV

HW(S-sox(M,,-1 ® k1))
AAAAAAANAANNNA >

Ru-1,0

Hoo

Hio

Hi-10

Roa

Ri-11

Hon

H

Hy-11

Roj-1

Rij1

Ru-1,1-1

analysis f——

wﬂ,h—l
Cr10  Cr-11

Hip

Hy-11-1

k=h-1

I = 28 = 256 hypothetical values for k;

Co-1

Ciia

Ch-14-1
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption
> Attack [7]:
AES-128.Enc(k, M
o '\/\/\/\/\/\/\m Roo Rox Ro1-1

AES-128.Exc(k, M;)

My AAANAAANNANANAS Rio  Rip o Rim
Cop Co o Co-1
AES-128.Enc(k, M,,_1)
Myt ANSAANAANNANAANAA | Rycrg Ruciy o Rucia
Cio Ci1 e G
analysis f——
HW(S-8ox(My,; @ ky))
Mo AAAPAAANARAAAAA | Hog  Hon s Hop
) = Ch- Ch1,1-
HW(S-Box(My; ® ky)) o o o
M| AAAANANNANNANNANANAS FHho  Hia s Hipa
HW(S-sox(M,,-1 ® k1))
Myt AAANNAANNAANNNS | Hycg Hiorp v Hueiel
k=0 k=1 o k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption
> Attack [7]:
AES-128.Enc(k, M
o '\/\/\/\/\/\/\m Roo Ro Ro1-1

AES-128.Exc(k, M;)

My AAANANANAAANAN» Rio  Rig e Ry
Cop Co o Co-1
AES-128.Enc(k, M,,_1)
Myt ANAAAAANNANANAANS | Rycrg Racg 0 Rucaia
Cio Ci1 e G
analysis f——
HW(S-sox(Mo ® k)
Mo AAAAAAANARAARA~ Hoo  Hoy s Hop
) Ch Cp— Ch1,1-
HW(S-Box(My; ® ky)) o o o
M AAAAANANNANNANS | Hyy  Hipg s Hipa
HW(S-sox(M,,-1 ® k1))
M1 AANANNANNNNAANANNAS Hy-10 'Hu—l,l 7{"-1/’1-1
F=0 k=1 -~ k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption
> Attack [7]:
AES-128.Enc(k, M
o '\/\/\/\/\/\/\m Roo Rox Ro1-1

AES-128.Exc(k, M;)

My AAANAAANNANANAS Rio R o Rim
Cop Co o Co-1
AES-128.Enc(k, M,,_1)
Myt ANSAANAANNAAANA | Rycrg Ruciy o Ruca
Cio Ci1 e G
analysis f——
HW(S-8ox(My,; @ ky))
Mo AAAPAAANARAAAAA | Hog  Hon s Hop
) Ch Ch- Ch1,1-
HW(S-Box(My; ® ky)) o o o
M| AAAANANNANNANNANANAS FHho  Hia s Hipa
HW(S-sox(M,,-1 ® k1))
Myt AAANNAANNAANNNS | Hycg Hiorp v Hueiel
k=0 k=1 o k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Exc(k, My)

) AANANANNANANANNNNAN~ Roo Rox Ro1-1
AES-128.Exc(k, M;)
My '\/\/\/\/\/\/\/\/S/\/\/l\/\,» Ri0 Ri1 Rt
Coo Coa s Copt
AES-128.Enc(k, M,i—1)
My ARAAAAANNARAA Ru-10  Ru1n . Ru-1,1-1
Cio  Cia o Cua
analysis ——
HW(S-sox(Mo, ® kr))
My ’\/\/\/\(/\/\/\(/\/\’/\/\5\/\# Hop Ho Hopa
- Cis10 Cia, coe o Cpea-
HW(S-Box(My; ® ky)) h-1,0 h-11 1,1-1
M AAAANANANNANNANNANS Ho  Hig o Hipe
HW(S-50X(M, -1, ® k1))
M1 AANANNANNNNAANANNAS Hy-10 '}—{”_L1 7{“_”]_]
h=0 k=1 - k=i-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (4)

Attacks: 7~ = AES, A = power consumption

> Attack [7]:

AES-128.Enc(k, My) at Cy, ; we expect a “peak” due to high(er) correlation;
) ANANANANANNNNNANANS Roo Ron e Ro-1 identifying said “peak” recovers k;
AES-128.Enc(k, M;)
M '\/\/\/\/\/\/\/\/\/\/\/l\/\,» Rio Ri1 Ri-1
Co-1
AES-128.Enc(k, M,i—1)
Myt ANAANANANANNNNANNANA | Ruco Racin s Ry
Ciia
analysis ——
HW(S-sox(Mo, ® kr)) : : 3: ;:
Mo AAAAAAANARAAAA Hoo  Hoy s Hop
- Ch- Ci- c Cper-
HW(S-sox(My, ) h-10  Ch-11 =11
M; AAANANANAANNNNANS FHho  Hia e Hip
HW(S-sox(M,,-1 ® k1))
Myt AMAANANAANANAANNNS | Hymro Hucrn 0 Hycapa
k=0 k=1 - k=h-1

I = 28 = 256 hypothetical values for k;
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Part 2.1: in practice (5)

Attacks: 7~ = AES, A = power consumption

> Example: ARM Cortex-M3, n = 1000, [ = 108124.

k= (2Bug), 7Eqgy---,3Cae) AES-128.Enc(k, M)
ANAANAANAAAANAN
Mo = {(1Cue), ESg), - - -, 4Bg)) 7
k = (2B6), 7Eqe), - - - 3C16)) AES-128.Enc(k, M;) ®
ANAANANNANANAANAN =
My = (4146),6206), - -, DF16)) !
.
.
.
My = (Elge,CFaey ..., BEae) -1
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Part 2.1: in practice (5)

Attacks: 7~ = AES, A = power consumption

> Example: ARM Cortex-M3, n = 1000, [ = 108124.

+1.0

+0.5 1

+0.0 1

voltage

—0.5 1

-1.0

0 20000 40000 60000 80000 100000
sample
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Part 2.1: in practice (5)

Attacks: 7~ = AES, A = power consumption

> Example: ARM Cortex-M3, n = 1000, [ = 108124.
hd |

t=0.c= M A o=k = 2B

f=1,c= i H AAAAS =k = TEge

EVAVAVAVAVAS kis = k15 = 3Ce)
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Part 2.1: in practice (5)

Attacks: 7~ = AES, A = power consumption

> Example: ARM Cortex-M3, n = 1000, [ = 108124.

+1.0

+0.5

+0.0

correlation

—0.5 1

-1.04

0 20000 40000 60000 80000 100000

sample



mailto:csdsp@bristol.ac.uk

Part 2.1: in practice (6)
Attacks: 7 =~ RSA, A = clock glitch

> Scenario:
> given the following interaction between an attacker & and a target 7~

A E clock ghtch

. 1 slgorithm RSASIS(0, . d),m) begin
m 2 | gy e mimedrt
-7 o = RSASIG((N, p, q,d),m) 3 Gy  mimod a1 (mod q)
& T ) =m" (mod N) ML 4| o e a0,
o W d 5 | returno
A - 6 end

> and noting that
> there are no countermeasures implemented,
> to improve efficiency, a CRT-based [16] implementation is used,
> based on pre-computation of

to ¢’ (mod N)
1 = pit (mod N)
the Gauss-based recombination is such that

o = crt(op, 04) = 0p X tg + 04 X t1 (mod N),

> the fault induced randomises computation of 0y, i.e., the first “small” exponentiation,
> how can & mount a successful attack, i.e., recover d ?
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Part 2.1: in practice (7)
Attacks: 7 =~ RSA, A = clock glitch

> Attack [6, Section 2.2]:
> generate
G=30pXtg+0oyxt; (mod N) & fault induced
0=0pXtg+0oyxt; (mod N) <« no faultinduced

such that 6 # o due to the fault induced in the former,
> observe that the CRT pre-computation means
tp = 0 (mod g),
i.e., tg is divisible by g, and so, likewise,

(op—Gp)xto = 0 (mod q),

> compute

ged(o —G,N) ged((op X to + aq X t1) = (6p X to + 04 X t1),N)
ged((op X tg) — (Gp X to), N)
ged((op — 6p) X tg, N)

=1

i.e., factor N, then compute d.
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Part 2.1: in practice (8)
Attacks: 7~ = AES, A = clock glitch

»> Scenario:

> given the following interaction between an attacker & and a target 7~

A [ clock glitch

) ¢ = AES-128.Enc(k, m) AAAAAAS

> and noting that
> there are no countermeasures implemented,

> the fault induced randomises SE?, i.e., a chosen element of the state matrix used as input to the 8-th

round,
> how can & mount a successful attack, i.e., recover k ?

1
2
3
4
s
6
7
s
9

algorithm AES-128.Exc(k, m) begin
sem
s « AddRoundKey(s, k = rk®)
forr = 1 upto 9 step +1 do
k « EvolveRoundKey(k, rc))
s « SubBytes(s)
s < ShiftRows(s)
s« MixColumns(s)
s « AddRoundKey(s, k = rk()
end
k « EvolveRoundKey(k, rc(1V)
s < SubBytes(s)
s « ShiftRows(s)
s « AddRoundKey(s, k = rk(19)
ces
return ¢
end
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Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch

> Attack [17]:

m=s0=

s =

5® =

5O =

§10) =

S00 So,1
S10 811
520 521
$30 53,1

S00 So,1
S10 81,1
$20 821
$30 53,1

[S00 S01
$10 51,1
520 821

LS30 831

[S00 S01
$10 51,1
$20 521

LS30 831

S00 So0,1
$10 51,1
$20 521

$30 831

KO

S02 503 |

S12813

22923

$32533 |

502 503 | S0 So,1
s12913 S10 811
$22523 | SubBytes |S$20%21
$32833 | $30 831
502 503 | [S00 S01
$12513 $10 51,1
$22523 | SubBytes | 520521
$32533 | LS30 831
502 503 | [S00 S01
$12913 $10 51,1
522523 | SubBytes |S20S21
832833 LS30 831
502503 | [S00 501
$12513 $10 51,1
$22523 | SubBytes | S20521
83233 L S30 831

S02 03
$12813

$00 0,1 S02 S03
S1L0511512913

S00 So,1
S10 811

$32533

$30 53,1 532 533

$30 53,1

22 SuJ Shi ftRows |jzn s21822 Sz,zJ MixColumns |jz,o s21

S02 03
$12813
522923
$32533

s02 503 |
$12513
$22 523

$00 So,1
$10 511

AddRo?x’ndK_ey’ $20 52,1

KD

$30 53,1

S00 So,1
510 51,1

AddRo?ndKey $20 52,1

$30 53,1

S00 S0,1
$10 51,1

832833

02503 |
$12513
$22523

$20 521
530 83,1

S00 So0,1
$10 51,1

$32 83,

502 503 | [[S00 01 S02 S03 | [S00 S01
$12513 $1051,1 512 513 $10 51,1
$22523 | ShiftRows | 52052122523 | MixColumns [ S20 $2,1
832833 | 530 831 832 833 | LS30 831
502 503 | [[S00 01 S02 503 [S00 S01
$12513 $1051,1 512 513 $10 51,1
$22523 | ShiftRows | 52052122523 | MixColumns [ S20 $2,1
832833 | 530 831 832833 | LS30 831
502 503 | [[S00 501 502 503 |

S12513 $1051,1 512 513

522523 | ShiftRows [ 520521522523

832833 | 530 831 832833 |

K00
‘AddRoundKey

520521
530831

S00 So0,1
$10 51,1
$20 521

$30 831

S02 03
S12813
$22523
$32533

=5

S02 03
S12813
$22 523
$32533

=@

02503 |
$12513
$22 523
832533 |

)

02503 |
$12513
$22523
$32833

s02503 |
$12513
522523
832833 |

—san =

round 0
(initial)

round 1

round 8

round 9

round 10
(final)
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Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch

> Attack [17]:

. %O
$00 0,1 S02 S03 $00 0,1 S02 S03
S10 811 912 513 S10811812 913 round 0
m=s0= ® Kevl s =s® (initial)
$20 521 822 923 AddRoundKey | 52,0 521 522 $23
$3,0 53,1 532 533 $30 53,1 532 533
. 1
$00 S0,1 S02 S03 $00 0,1 S02 S03 $00 0,1 S02 S03 $00 0,1 S02 S03 k€ $00 0,1 S02 S03
510 51,1 512 513 510 51,1 512 513 510 51,1 512 513 510 51,1 512 513 $1051,1 512 513
0= |———] - - — & —] =@ round 1
$20 521522523 | SubBytes | 520521522523 | ShiftRows | 520521522523 [ MixColumns | 520 52,1 522 52,3 |AddRoundKey | 520 S2,1 522 523
$30 53,1 532 533 $3,0 53,1 532 533 $30 53,1 532 533 $30 53,1 532 533 $30 53,1 532 533
. . - - ®) -
502 %03 [0 so1 So2 S0 (808 so1 So2 S0 808 so1 So2 S0 rkI (808 so1 So2 So3
1 512 51, $1,0 51,1 51,2 51, $1,0 51,1 51,2 51, $1,1912 51 $1,1 912 81
®Z - o - | o] | o round 8
20521522523 | SubBytes | 20521522523 | ShiftRows | S20 521522523 | MixColumns | 88§ 521 522 523 B 521 522523
$30 3,1 832 833 $30 3,1 832 833 $30 3,1 832 833 LB 531 532533 LB s31 532533
. - . - . - . - 9) - -
S00 0,1 502 S03 S00 0.1 502 S03 S00 0,1 S02 S03 S00 0,1 S02 S03 rkl S00 0,1 502 S03
$10511 512 513 $1051,1 512 513 $1051,1 512 513 $1051,1 512 513 $1051,1 512 513
O = - - —— & —— round 9
520521522523 | SubBytes | 520521522523 ShiftRows | 520521522523 [ MixColumns | 520 52,1 522 523 520521 522 923
$30 53,1 532 533 $30 53,1 532 533 $30 53,1 532 533 $3,0 53,1 532 53, $3,0 53,1 532 833
. - - - . (0 .
S00 0,1 502 S03 S00 0,1 502 S03 S00 0.1 502 S03 * 1 S00 0,1 S02 S03
(10 _ | 10511 512913 $1051,1 512 513 $1051,1 512 513 o $1051,1 512 513 round 10
S =] 520520522923 | SubBytes | 520521522523 | ShiftRows | 520 521 522 523 AddRoundKey | 520 $21 22 $23 (final)
830831832 533 $30 831532533 $30 831 532533 $3031 832 833



mailto:csdsp@bristol.ac.uk

Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch

> Attack [17]:

. %O
$00 0,1 S02 S03 $00 0,1 S02 S03
$10 51,1 512 513 510 51,1 512 513 round 0
m=sO = & ——| =0 o)
$20 521 822 923 AddRoundKey | 52,0 521 522 $23 1
$3,0 53,1 532 533 | $30 53,1 532 533
. 0]
$00 S0,1 S02 S03 $00 0,1 S02 S03 $00 0,1 S02 S03 $00 0,1 S02 S03 k€ $00 0,1 S02 S03
$10811 812 513 S10811 812 513 S10811 812513 S1L0811812 913 S10811812 913
0= |———] - — & —] =@ round 1
$20521522523 | SubBytes | 520521522523 | ShiftRows [ S20521522 523 | MixColumns | 520 521 522 23 |AddRoundKey | $2,0 52,1 522 523
$3,0 53,1 532 533 | $30 53,1 532 533 $30 53,1 532 533 $30 53,1 532 533 S30 53,1532 533
. . - - ®) -
502 %03 [0 so1 So2 S0 (808 so1 So2 S0 808 so1 So2 S0 'kI (808 so1 So2 So3
1 512 51, $1,0 51,1 51,2 51, $1,0 51,1 51,2 51, $1,1912 51 $1,1 912 81
©Z 2 o ? - | ISR | 2o round 8
20521522523 | SubBytes | 20521522523 | ShiftRows | S20 521522523 | MixColumns | 88§ 521 522 523 B 521 522523
1530 831 832 533 | 1530 831 832 533 | 1530 831 832 533 | L8 531 532 5353 | LB8A 531 532 5353 |
. . . - ©) -
(808 so1 S0z S0 (808 so1 So2 S0 (808 so1 So2 S0 LEd B rkl 508 501 0 S04
510 51,1 512 59 510 51,1 512 59 51,0 51,1 512 5 5 § 5 §
o | 19293 g 10 s S12 83 | B0 511 [ 518 P4 B i B 55 | S0 ound 9
B9 21522525 | SubBytes | B 521522523 | ShiftRows | 520 521 [ 523 | MixColumns | 53§ 521 8 525 20 521 B 25
1530 s31 832 533 | 1530 831 832 533 | Ls30 831 832 533 | 550 51 8 555 L 550 51 [ 555
- - - . - . (10— -
S00 0,1 502 S03 S00 0,1 502 S03 S00 0.1 502 S03 " 1 S00 0,1 S02 S03
(10) $10 51,1 512 513 $10 51,1 512 513 $10 51,1 512 513 ® $10 51,1 512 513 an _ = round 10
S =] 520520522923 | SubBytes | 520521522523 | ShiftRows | 520 521 522 523 ‘AddRoundKey | 20 521 522523 [~ ° -~ ¢ [ (final)
1530 31 832 833 | 1530 $31 832 833 | 1530 $31 832 833 | 1530 531 832 833 |

Applied Cryptolog;
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Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch

> Attack [17]:

. %O
$00 0,1 S02 S03 $00 0,1 S02 S03
o $10 51,1 512 513 510 51,1 512 513 M round 0
m=s0 = & eyl =s (initial)
$20 521 822 923 AddRoundKey | 52,0 521 522 $23
$3,0 53,1 532 533 | $30 53,1 532 533
. )
$00 S0,1 S02 S03 $00 0,1 S02 S03 $00 0,1 S02 S03 $00 0,1 S02 S03 $00 0,1 S02 S03
S10811 812913 S10 811812913 S10 811812913 S10811 812513 S10 811812513
0= |———] - - — & —] =@ round 1
$20521522523 | SubBytes | 520521522523 | ShiftRows [ S20521522 523 | MixColumns | 520 521 522 23 |AddRoundKey | $2,0 52,1 522 523
$3,0 53,1 532 533 | $30 53,1 532 533 $30 53,1 532 533 $30 53,1 532 533 $30 53,1 532 533
A A - A -
502 %03 [0 so1 So2 S0 (808 so1 So2 S0 808 so1 So2 S0 | (808 so1 So2 So3
S125 510511512 § 510511812 § 51,0512 51 51,0512 81
©2 b1 512 513 10 $1,1 512 513 _ 011812913 | B 5115125913 o B 5115125913 ~® ound 8
20521522523 | SubBytes | 20521522523 | ShiftRows | S20 521522523 | MixColumns | 88§ 521 522 523 B 521 522523
1530 831 832 533 | 1530 831 832 533 | 1530 831 832 533 | L8 531 532 5353 | LB8A 531 532 5353 |
. . . - ) -
(808 so1 S0z S0 (808 so1 So2 S0 (808 so1 So2 S0 LEd B "1 508 501 0 S04
5105115125 5105115125 510511512 § § § § §
o | 19293 g 10 s S12 83 | B0 511 [ 518 P4 B i B 55 | S0 ound 9
B9 21522525 | SubBytes | B 521522523 | ShiftRows | 520 521 [ 523 | MixColumns | 53§ 521 8 525 20 521 B 25
1530 s31 832 533 | 1530 831 832 533 | Ls30 831 832 533 | 556 5.1 [ 5 | 556 551 [ 5
- - - (10) -
(508 %01 B0 %5 (508 %01 B %5 (508 501 B0 %5 "1 (508 %01 B0 S5
B 5 B § B B B B
5010 = B 511 i 515 B 511 i 515 10 il 512 5 & —f 10 il 512 5 —smog I'Olflind 10
550 521 B8 %23 | subBytes | §30 521 B8 525 | shifrrows | BB 521 598 25 AddRoundRey | 85 521 588 525 (final)
50 51 8 1 50 51 8 1 5 5 s

Page

Applied Cryptolog;
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Part 2.1: in practice (9)
Attacks: 7 =~ AES, A = clock glitch

> Attack [17]:

. %O
$00 0,1 S02 S03 $00 0,1 S02 S03
$10 51,1 512 513 510 51,1 512 513 round 0
m=s0= & ——| =s0 initial
$20 521 522 523 AddRoundKey | 520 521 522 $23 (initial)
$3,0 53,1 532 533 | $30 53,1 532 533
. KV
$00 S0,1 S02 S03 $00 0,1 S02 S03 $00 0,1 S02 S03 $00 0,1 S02 S03 $00 0,1 S02 S03
S10511912 913 S10511812913 S1L0511512913 S1,0 811912 513 S10 811 912 513
0= |———] - — & —] =@ round 1
$20521522523 | SubBytes | 520521522523 | ShiftRows [ S20521522 523 | MixColumns | 520 521 522 23 |AddRoundKey | $2,0 52,1 522 523
$3,0 53,1 532 533 | $30 53,1 532 533 $30 53,1 532 533 $30 53,1 532 533 $30 53,1 532 533

. . - - ®) -
502 %03 [0 so1 So2 S0 (808 so1 So2 S0 808 so1 So2 S0 k¢ (808 so1 So2 So3

|
®2 M 512513 $10511 512 513 $1051,1 512 513 _ B 5115125913 ® B 5115125913 o round 8
° 20521522523 | SubBytes | 520521522523 | ShiftRows | 520521522 523 | MixColumns | B3 s21 522 523 Bl 521522523 |7 °
1530 $31 832 833 | 1530 $31 832 833 | o 1530 $3.1 832 833 | 53 L8 531 532 5353 | LB8A 531 532 5353 |
[0 so1 S02 503 | 808 so1 So2 503 | <508 so1 So2 503 | LE B "I"' (508 501 0 S04 ]
®
o S si1s1253 S s11:1253 51,0 511 51,2 53 i B 511 0 518 o] B 511 0 518 _ao round9
? B9 521522525 | SubBytes | B 521522523 | ShiftRows | S20 521 .'% MixColumns | 53§ 521 8 525 LB Bl
8§30 531 832 933 8§30 531 832 933 | s30-831 832 533 L 550 51 [ 555 L 550 51 [ 555
L i L i A '] J J
B9 50 3 504 MWEiEE 9 (mamas] 2 'k‘l“" B9 50 3 5 )
a0 B0 511 [l 518 510 511 [l 5is si0 il 512 58 b4 sio il 512 5B a1 _ - | round 10
S 7| 8 521 8 25 | subBytes | 85 521 [ %5 | shiftrows | [ 521§ 923 AddRoundrey | i 521 88 525 (7% TC [ (final)

E L Bl | 556 551 B 5 | 530 55 552 A | | 530 55 552 A |

Page
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Part 2.1: in practice (9)
Attacks: 7~ = AES, A = clock glitch
> Attack [17]:
> Step #1:
> consider a fault induced in the input of the 8-th round, such that

¢ = AES-128.Enc(k, m) <« fault induced
¢ =AES-128.Enc(k,m) <« no faultinduced

and focus on the state after ShiftRows in the 9-th round,
> formulate a set of constraints, e.g.,

02 ®]F‘28 60 = S—Box_l( €0,0 @]1:28 Vké%g) ) GB]FZS S—BOX_l( €0,0 GB]FZS rkgllg) )
— 10 1/ = 10

01 ®]F28 09 = S-Box 1( 1,3 @]Fzs rkg/s) ) GB]Fzs S-Box 1( 1,3 @Fzg rk(1,3) )
_ 10 1/ = 10

01 ®]F28 S0 = SBox (&% @11:28 rk(z/z) ) GBFZS S-Box~1( 02,2 GBFZS rkg,z) )
_ -1 (10) “1( = (10)

03 ®]F‘28 6p = S-Box (3.1 Q}]Fzs Tk3,1 ) €B]p28 S-Box " ( C3,1 €B]p28 rk3'1 )

> noting that each group involves 32 bits of 7k(19), these constraints yield a set of initial hypotheses for
k10,
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Part 2.1: in practice (9)
Attacks: 7~ = AES, A = clock glitch
> Attack [17]:
> Step #1:
> consider a fault induced in the input of the 8-th round, such that

¢ = AES-128.Enc(k, m) <« fault induced
¢ =AES-128.Enc(k,m) <« no faultinduced

and focus on the state after ShiftRows in the 9-th round,
> formulate a set of constraints, e.g.,

03 ®]F28 0 = S—Box_l( €1 @]1:28 Vkéll;)) ) GB]FZS S—BOX_l( 0,1 GB]FZS rkglf) )
— 10 1/ = 10

02 ®]F28 01 = S-Box 1( 1,0 @]Fzs rkg/o) ) GB]Fzs S-Box 1( 1,0 @Fzg rk(l,O) )
_ 10 1/ = 10

01 ®]F28 51 = SBox 23 @11:28 rk(z/s) ) GBFZS S-Box~1( 02,3 GBFZS rkgﬁ) )
_ -1 (10) 1 = (10)

01 ®]F‘28 61 = S-Box '(c32 Q}]Fzs Tk3l2 ) €B]p28 S-Box " ( C32 €B]p28 rk3,2 )

> noting that each group involves 32 bits of 7k(19), these constraints yield a set of initial hypotheses for
k10,
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Part 2.1: in practice (9)
Attacks: 7~ = AES, A = clock glitch
> Attack [17]:
> Step #1:
> consider a fault induced in the input of the 8-th round, such that

¢ = AES-128.Enc(k, m) <« fault induced
¢ =AES-128.Enc(k,m) <« no faultinduced

and focus on the state after ShiftRows in the 9-th round,
> formulate a set of constraints, e.g.,

01 ®]F‘28 Oy = S—Box_l( €0,2 @]1:28 Vké%g) ) GB]FZS S—BOX_l( €02 GB]FZS rkgllg) )
— 10 1/ = 10

03 ®]p28 62 = S-BOX 1( 1,1 GB]FZS rkg/l) ) @FZS S-Box 1( C11 @Fzg rk(lll) )
_ 10 1/ = 10

02 ®]F28 87 = SBox 2,0 @11:28 rk(z/o) ) GBFZS S-Box~1( 02,0 GBFZS rkgro) )
_ -1 (10) 1 = (10)

01 ®]F‘28 62 = S-Box (33 Q}]Fzs Tk3l3 ) €B]p28 S-Box " ( C33 €B]p28 rk3,3 )

> noting that each group involves 32 bits of 7k(19), these constraints yield a set of initial hypotheses for
k10,
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Part 2.1: in practice (9)
Attacks: 7~ = AES, A = clock glitch
> Attack [17]:
> Step #1:
> consider a fault induced in the input of the 8-th round, such that

¢ = AES-128.Enc(k, m) <« fault induced
¢ =AES-128.Enc(k,m) <« no faultinduced

and focus on the state after ShiftRows in the 9-th round,
> formulate a set of constraints, e.g.,

01 ®F28 63 = S-Box I €03 @H:ZS rké%g) ) ea]pzs S-Box~( Co,3 ea]pzs rkgllg) )
— 10 1/ = 10

01 ®]F28 03 = S-Box 1( 1,2 @]Fzs rkg/z) ) GB]Fzs S-Box 1( 1,2 @Fzg rk(l,z) )
_ 10 1/ = 10

03 ®]F28 65 = SBox 2,1 @11:28 rk(z,l) ) GBFZS S-Box~1( t,1 GBFZS rk;,l) )
_ -1 (10) -1 = (10)

02 ®]F‘28 63 = S-Box '(c30 Q}]Fzs Tk3l0 ) €B]p28 S-Box™ " ( T30 €B]p28 rk3,0 )

> noting that each group involves 32 bits of 7k(19), these constraints yield a set of initial hypotheses for
k10,
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Part 2.1: in practice (9)
Attacks: 7~ = AES, A = clock glitch
> Attack [17]:
> Step #1:
> consider a fault induced in the input of the 8-th round, such that

¢ = AES-128.Enc(k, m) <« fault induced
¢ =AES-128.Enc(k,m) <« no faultinduced

and focus on the state after ShiftRows in the 9-th round,
> formulate a set of constraints, e.g.,

01 ®F28 03 = S—Box_l( €0,3 @]1:28 ngg) ) GB]FZS S—BOX_l( €0,3 GB]FZS rkgllg) )
01 ®]p28 03 = S-BOX_l( 1,2 GB]FZS rk?/g) ) @Fzs S—Box‘l( 1,2 @Fzs rk(llrg) )
03 ®F g 63 = Ssox (e ®r g rk(z%?) ) Or g S-sox 1 E21 Or g rkg(l)) )
02 ®]F‘28 03 = S—Box_l( €3,0 @]1:28 Tkgg) ) €B]p28 S—Box_l( C3,0 €B]p28 rkgllg) )

> noting that each group involves 32 bits of 7k(19), these constraints yield a set of initial hypotheses for
k10,
> Step #2: either
1. repeat step #1: successive faults, and so constraints, act to reduce the set of initial hypotheses,
2. perform brute-force search of ~ 232 initial hypotheses,
3. perform brute-force search of ~ 28 filtered hypotheses, produced by considering the relationship between
1k and k(19 that stems from the key schedule.

niel Page (

pplied
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Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within
xtime(x) = x ®s 5 X

is observable via A.

> Idea: hiding, e.g., via
1. original (i.e., no countermeasure):

1 uint8_t aes_gf28_mulx( uint8_t x ) {
2 if( ( x & 0x80 ) == 0x80 ) {
3 return 0x1B * ( x << 1 );
. 4 }

thme(x) — 5 else {
6 return (x << 1);
7
8

}

}
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Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within
xtime(x) = x ®s 5 X

is observable via A.

> Idea: hiding, e.g., via
1. original (i.e., no countermeasure):

1 uint8_t aes_gf28_mulx( uint8_t x ) {
2 uint8_t c;
3
4 c=x>7;
5 X = X << 1;
. 6

xtime(x) 7 ifC e 1
8 X = x *» 0x1B;
9 1
10
11 return x;
12}
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Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within
xtime(x) = x ®s 5 X

is observable via A.

> Idea: hiding, e.g., via
1. balanced (via dummy XOR):

uint8_t aes_gf28_mulx( uint8_t x ) {
uint8_t c;

c

1
2
3
4
5 x

x << 1;

6

7 ifCc) {
X

xtime(x) 8 = x % Ox1B;
9 1
10 else {
11 X = x * 0x00;
12 }

13
14 return x;
15 }

although this assumes no, e.g., compiler-based strength reduction.
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Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within
xtime(x) = x ®s 5 X

is observable via A.

> Idea: hiding, e.g., via
2. straight-line (via multiplexer):

uint8_t aes_gf28_mulx( uint8_t x ) {

1
2 uint8_t c, t_0, t_1;
3
4 c=x > 7;
5 x=x<< 1
6
xtime(x) — 7 t_8 = x A 0x00;
8 t_.l = x * 0x1B;

9

10 x=(C-c& (Ct®*t1))*rte;
11

12 return x;

13 3



mailto:csdsp@bristol.ac.uk

Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within
xtime(x) = x ®s 5 X

is observable via A.

> Idea: hiding, e.g., via
3. straight-line (via multiplexer):

uint8_t aes_gf28_mulx( uint8_t x ) {
uint8_t c;

1
2
3
4
xtime(x) ;
8
9
0

return x;

i

although this assumes data-oblivious, i.e., constant-latency, multiplication.
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Part 2.2: in practice (1)

Countermeasures: 7 ~ AES, A = execution time

> Problem: data-dependent computation within

is observable via A.

> Idea: hiding, e.g., via
4. straight-line (via look-up):

xtime(x)

1
2
3
4
5
6
7

8
9
10
11
12
13 3

xtime(x) = x ®s 5 X

uint8_t aes_gf28_mulx( uint8_t x ) {

uint8_t ¢, T[ 2 ];

c
X

X >>
X <<

0]
T[ 1]
x=T[ ¢

return x;

7;
1;

x A 0x00;
x A 0x1B;

1;

although this assumes data-oblivious, i.e., constant-latency, memory access.
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Part 2.2: in practice (2)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within
SubBytes(s")

is observable via A.

> Idea: hiding, e.g., via
1. original (i.e., no countermeasure):

1 void aes_enc_rnd_sub( uint8_t* s ) {

2 for( int i = 0; i < 16; i++ ) {
SubBytes(s(’)) g : ) s[ i ] = aes_enc_sbox( s[ i 1 );

5

}
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Part 2.2: in practice (2)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within
SubBytes(s")

is observable via A.

> Idea: hiding, e.g., via
2. temporal padding = random delay:

void aes_enc_rnd_sub( uint8_t* s ) {

1
2 delay( prng(Q );
3
SubByteS(S(’)) - 4 for( imt i = 0; i < 16; i++ ) {
5 s[ i 1 = aes_enc_sbox( s[ i 1 );
6 3

7}
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Part 2.2: in practice (2)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within
SubBytes(s")

is observable via A.

> Idea: hiding, e.g., via
3. temporal reordering = random start index:

void aes_enc_rnd_sub( uint8_t* s ) {

1

2 int r = prng(Q);

3

4 for( int i = 0; i < 165 i++ ) {
SubBytes(s(’)) — ; int j = (i+r) % 16;

6

7 s[ j 1 = aes_enc_sbox( s[ j 1 );

& 3

9%}
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Part 2.2: in practice (2)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within
SubBytes(s")

is observable via A.

> Idea: hiding, e.g., via
4. temporal reordering = random permutation = lower-quality, lower-overhead:

void aes_enc_rnd_sub( uint8_t* s ) {

1

2 int r = prngQ;

3

4 for( int i = 0; i < 165 i++ ) {
SubBytes(s”) R

6

7 s[ j 1 = aes_enc_sbox( s[ j 1 );

& 3

9%}
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Part 2.2: in practice (2)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within
SubBytes(s\")

is observable via A.

> Idea: hiding, e.g., via
5. temporal reordering = random permutation = higher-quality, higher-overhead:

1 void aes_enc_rnd_sub( uint8_t* s ) {
2 int T[ 16 1;
3
4 for( int i = 15; i >= 0; i-- ) {
5 T[Li] =1i;
6 3
7
8 for( imt i = 15; i >= 1; i-- ) {
9 int j = prng( % (i + 1 );
10
SubBytes(s”)) 4 1 wmwer o -T0S
13 TLil=1t H
14 }
15
16 for( int i = 0; i < 16; i++ ) {

17 int j = T[ i 1;

19 s[ j 1 = aes_enc_sbox( s[ j 1);
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Part 2.2: in practice (3)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea: (e.g., Boolean) masking.
> use a randomised, redundant representation
x +— X=(R[0],&[1],...,%[d]),

i.e., as d + 1 statistically independent shares, such that
i<d
x = P ail,
i=0
> computation of some functionality
r=f()
can be described as three high-level steps:
1. xis masked to yield %,

2. an alternative but compatible functionality 7 = f(X) is executed, then
3. #is unmasked to yield r.
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Part 2.2: in practice (4)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within
AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):
> Step #1:

1. generate random input (uo, 1, t2, i3, and p4) and output (v4) masks,
2. pre-compute output masks

) Uo
e - MixColumn n ,
1% H2
V3 [.13

3. pre-compute a masked S-box, i.e., S-Box, (x ® j14) = S-ox(x) & V4.
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Part 2.2: in practice (4)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within
AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

0
$00 0,1 S0.2 S03 * S00 S0, 502 S03 S0 S0,1 S0.2 S03

13 510511

]

= —
: SubBytes

& —|
523 [AddRoundKey | 520
53,0 53,1 S3;

2523 | ShiftRows | 520 521
§ 530 53,1 532 533

J MixColumns. L

500 S01 S0.2 503

5208:
$3,0 83,
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Part 2.2: in practice (4)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

3

o
* 500501 502 503 S00 501 802 50,1.| 500 501 502 0.3 I'Su,n S01 502 sm‘l I's‘n,o S01 502 503

510511 812 513 S10 511812 513 510811 81, S10 511812 513 51,0 81,1 81;

& — — - -
AddRoundKey | 20521522 523 | SubBytes | 520521522523 | ShiftRows |$20521522523 | Remask | 520521522 523 | MixColumns | 520 2.1 522 52
530 531 532 533 530531 532 33 530 531 532 533 530 531 532 33 53,0531 532 533

= gr41)

510 511 512 513
> 50 =

$30 §31 532 833

such that sgr].) is masked with v;.
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Part 2.2: in practice (4)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

o
"1 500 501 502 503 500 50,1 502 503 500 501 502 503 500 50,1 502 503
510511812513 $10511 812513 S10511 512 513 10511812513 $10511 912 513
> s = [ @& ——>| . - N - N = sr41)
AddRoundKey SubBytes | 52021522523 | ShiftRows | 52052152253 [ Remask | 520521 522 523 | MixColumns | 520 521 522 523
530531 532533 530531 32533 530531 832 533 30531 32533 30531 532533

such that sgri) is masked with 14 due to alteration of key schedule (and thus k).
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Part 2.2: in practice (4)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

o
"1 500 501 502 503 500 50,1 502 503 500 501 502 503 500 50,1 502 503
510511812513 S11 512513 S10511 512 513 10511812513 $10511 912 513
> s = [ @& ——>| = B - N - N = sr41)
AddRoundKey SubBytes 1522523 | ShiftRows | 20521522523 | Remask | $20 521 522 523 | MixColumns | $20 21 522 523
53031 532533 30531832 833 30531 32533 30531 532533

530531 532 533
S-80X,.,(x ® f13) = SBOX(X) ® 3

such that sgri) is masked with v4 due to alteration of S-sox (i.e., use of S-ox,, ).
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Part 2.2: in practice (4)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

500 501 502 503 50,0 501 502 503 500 S01 502 503 500 501 502 503
s11512513 510511512513 10511512513 swosasss |
1522523 | ShiftRows | 520521922523 [ Remask | 520 521 522 523 | MixColumns | 520 21 522 523 | = °
J [sw 31832 qu L§1,x) S31 532 -‘x,sJ |\53,. 31532 533

]
SubBytes

$30 531 532 833

S-80X,.,(x ® f13) = SBOX(X) ® 3

such that sgri) is (still) masked with vy4.
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Part 2.2: in practice (4)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

0
’Al S0,0 S0,1 S0.2 S03 $0,0 S0,1 802 50,3 $00 S0,1 S0.2 S03 0.0 S0, S02 503
510 511 512 513 11812 513 51,0 51,1 512 513 510 51,1 512513 $10 51,1 812 513
» 50 = — & —>| | ~ - ~ — N = )
AddRoundKey SubBytes 1522523 | ShiftRows | 520521 %22 %23 Remask $20 521 %22 523 | MixColumns | S20 52,1 522 23
530 531 532 533 530 53,1 532 533 530 531 532 533 53,0 531 532 533

530531 532 533
S-80X,.,(x ® f13) = SBOX(X) ® 3

such that sgri) is masked with (; due to addition of Remask.
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Part 2.2: in practice (4)

Countermeasures: 7~ =~ AES, A = power consumption

> Problem: data-dependent computation within

AES-128.Enc(k, m)

is observable via A.
> Idea [10, Section 3.1] (or see [2, Chapter 9]):

> Step #2: construct a masked round implementation

)

I'Sn,n 501 502 503

500 501 %02 503 500501 502 503
$11 812 513 $10 51,1 512 513

510 511 512 513 | 3 $10 51,1 812 513 510 511 912 513
» s = o —) s _ _ e
b AddRoundKey SubBytes 152253 | ShiftRows | 520521522523 [ Remask | 20521 22 523 | MixColumns ¢
530 531 532 533 530 53,1 532 533 530 531 532 533 530531532 533

530531 532 533
S-80X,.,(x ® f13) = SBOX(X) ® 3

such that sgri) is masked with v; due to alteration of MixColumns: this makes iteration possible.
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Part 2.2: in practice (8)

Countermeasures: 7~ =~ RSA, A = power consumption
> Problem: data-dependent sequence of 11 < m? (mod N)and 1 < m - ¢ (mod N).

» Solution:
> blind, i.e., randomise, the exponent [13, Section 10]:

1. select random m € Z and compute
d" =d+m-®(N),

2. compute

o = dmON) (mod N)
= .ol (mod N)
= A (PN (mod N)
= -1 (mod N)
= (mod N)

and/or
> blind, i.e., randomise, the base [13, Section 10]:
1. select random 1, m’ € Z;\, st.
l, =m? (mod N),
m
2. compute
m’ - ((m - c)?) m’-m et (mod N)

= (mod N)
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Part 2.2: in practice (9)

Countermeasures: 7~ = RSA, A = laser pulse

> Problem: A can be used to influence, e.g., corrupt
ap = mt mod p-1 (mod p)
or
g = mt mod g-1 (mod 1/])
i.e., “small” exponentiations during CRT.

» Solution [21]:
1. selectarandomr € Z,
2. compute the exponentiation step of the CRT as

op = md mod 1) (mod p-7)
0 = i mod &(q-r) (mod q- 7)
3. if
op £ 05 (modr)
then abort,

4. otherwise apply the recombination step to
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Conclusions

> Take away points:
> For &, this is fun!

> can ignore the rules (cf. do whatever possible, versus what is modelled),
> less and less “low hanging fruit”, but still lots of opportunity,

> more and more applicability at scale,

>

> For 7, this can be really difficult!

implications go beyond technical, into, e.g., reputational,

many general principles apply, but often specific details matter,

need to consider multiple layers of abstraction,

satisfactory trade-offs (e.g., efficiency versus security) are challenging,
raise problematic questions re. development practice, supply-chain, etc.

>
IS
>
>
>
> .
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Additional Reading

S. Mangard, E. Oswald, and T. Popp. Power Analysis Attacks: Revealing the Secrets of Smart Cards. Springer, 2007.

P.C. Kocher et al. “Introduction to differential power analysis”. In: Journal of Cryptographic Engineering (JCEN) 1.1 (2011), pp. 5-27.
M. Joye and M. Tunstall, eds. Fault Analysis in Cryptography. Information Security and Cryptography. Springer, 2012.

H. Bar-El et al. “The Sorcerer’s Apprentice Guide to Fault Attacks”. In: Proceedings of the IEEE 94.2 (2006), pp. 370-382.

A. Barenghi et al. “Fault Injection Attacks on Cryptographic Devices: Theory, Practice, and Countermeasures”. In: Proceedings of
the IEEE 100.11 (2012), pp. 3056-3076.

D. Karaklaji¢, J.-M. Schmidt, and I. Verbauwhede. “Hardware Designer’s Guide to Fault Attacks”. In: IEEE Transactions on Very
Large Scale Integration (VLSI) Systems 21.12 (2013), pp. 2295-2306.

B. Yuce, P. Schaumont, and M. Witteman. “Fault Attacks on Secure Embedded Software: Threats, Design, and Evaluation”. In:
Journal of Hardware and Systems Security 2.2 (2018), pp. 111-130.
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